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it security

IT secur i ty concerns you. In fact ,  l ike i t  or 

not ,  i t  concerns everybody, however scep-

t ical  they may be.

Theft  of  hardware or data,  v i r tual  ident i -

ty thef t ,  and even survei l lance of  onl ine 

act iv i ty,  are no longer cr imes to which only 

celebr i t ies fa l l  v ict im, but ones which may 

be perpetrated against  any one of  us. 

As key players at  a reputable Swiss école 

polytechnique, we al l  have a duty to be 

aware of  the r isks in terms of  internet secu-

r i ty,  and to know how to react when faced 

with the increasing number of  threats,  v i r -

tual  or  otherwise, to which we are exposed. 

This guide offers some simple advice and 

concrete examples to help you minimise 

the r isks associated with using computers. 
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PASSWORDS

WHY IS IT IMPORTANT?

Your password is l ike the key to a safe: 

personal ,  non-transferable,  there is only 

one per model and i ts related code must 

be unique, secret  and suff ic ient ly com-

plex. 

I t  real ly is your most eff ic ient  weapon 

against  a cyber at tack.  Choose i t  care-

ful ly!

And use more than one! 

Avoid using the same password for everything, even 

though a s ingle password is easier to remember.  And 

above al l ,  change your passwords regular ly (at  least  once 

a year) . 

Avoid short  words,  obvious words, f i rst  names and dates 

of  b i r th.  Don’ t  make i t  easy for the hackers! 

What makes a good password?: I t  must contain a mini-

mum of a dozen characters – a combinat ion of  upper and 

lower case let ters,  numbers and special  characters.  Avoid 

sequences of  numbers or let ters,  and don’ t  use words 

f rom the dict ionary or proper names. 

Create phrases and sentences, for  example:

Iw0rk@3PFL! (=” I  work at  EPFL!”) . 

Here is a l is t  of  the worst  most f requent ly used pass-

words:

	

	 12345678		 batman

	 password	 1111111

	 qwertz		  access

	 football	 696969

	 abc123		  motdepasse

	 letmein		  12345

					     (source: splashdata)

HOW TO CHOOSE A PASSWORD bonus tip
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YOUR WORKSTATION

SOME WORK HABITS
 
THAT WILL GREATLY REDUCE 
THE R ISK OF HACKING 
 

Secure the screen and the central 
processing unit  with a securi ty 
cable.  Keep the key in a safe place.

Only  use  your  admin is t ra tor 
account when you really need to, 
and log out afterwards. 

Act ivate the password-protected 
screensaver after no more than 45 
minutes. 

Never instal l  pirated software 
or software whose source you are 
unsure of. 

In Windows, instal l  EPFL’s off icial 
antivirus software. 

Activate automatic updates. 

the risks

I t  can take less than a minute for  an 

unattended workstat ion to become 

the target of  someone who’s up to 

no good. Cases of  hardware theft  are 

the most common because hardware 

is the most v is ib le,  but  thef t  of  data 

and unauthor ised access to EPFL’s 

web services  represent ser ious r isks 

for  both users and EPFL.  
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A new management  post  has  jus t 
become vacant at  EPFL. Two employ-
ees have appl ied for  i t :  Robert  and 
Al ine.  They are acquainted, but don’ t 
have very high opinions of  each other 
because of  o ld professional  d isagree-
ments. 

One evening, af ter  working late,  Robert 
passes Al ine’s of f ice and not ices that 
her desktop PC is st i l l  on.  I t  only takes 
him a few minutes to f ind some embar-
rassing personal  informat ion and send 
i t  to management using Al ine’s user-
name. A week later,  Al ine resigns and 
Robert  gets the job.



REMOTE USE

Corinne is a PhD student in nuclear physics.  Dur ing a cof-
fee break she f inds a USB st ick on a table.  With perfect ly 
laudable intent ions,  she plugs i t  into her laptop to see who 
i t  belongs to.  What she hasn’ t  real ised is that  the st ick 
contains spyware.  

SO WHAT SHOULD YOU DO?

Even i f  a f i le isn’ t  opened, a USB st ick 

can contain an autorun, and malware 

programmed to s tea l  sens i t ive doc-

uments  and ident i f ie rs  (usernames, 

e tc . ) .  A lso,  a  h idden por t  can be 

instal led on the laboratory’s server. 

In your operating system, de-activate the auto-

run for any content stored on peripherals. 

Make sure all content is erased from the stick 

before lending it. Formatting is strongly recom-

mended.

As far as possible, never store sensitive informa-

tion on a USB stick.

Always shut down your workstation before leav-

ing it, to prevent a USB stick being inser ted into 

it during your absence.

USB STICK      
external hard drive
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PUBLIC WI-FI LAPTOPS, TABLETS &
mobile phones

Alan is head of  a bio-engineer ing lab-
oratory.  Whi le on a work t r ip,  he con-
nects to the f ree Wi-Fi  at  the airport 
to check his e-mai ls using his tablet . 
Six months later,  a foreign laboratory 
patents the system he’d been working 
on for three years. 

wi-fi at home
When instal l ing your Wi-Fi  at  home, 

for  extra secur i ty,  a lways choose the 

WPA2/AES protocol .  Then, on the 

router,  don’ t  a l low the defaul t  admin-

istrator access (of ten “admin”,  wi th 

the password “admin”)  -  and protect 

th is account wi th a strong password 

of  more than 12 characters. 

the risks          
Al l  communicat ions that you estab-

l ish v ia an unsecured network (pub-

l ic  Wi-Fi  or  wired connect ion in a 

hotel)  can be intercepted without 

your knowledge. 

some advice     
Use EPFL’s VPN service to encrypt 

al l  your communicat ions. 

Act ivate the encrypt ion funct ion on 

phones and tablets. 

De-act ivate f i le shar ing.

De-act ivate the wire less network 

when you’re not using i t . 

worth knowing
Data is  not  on ly  exchanged v ia 

e-mai ls and web browsing, but also 

v ia  a l l  technica l  data  sent  and 

received by a computer to enable i t 

to funct ion. 
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Copyright & DOWNLOADING

Definition
A lot  of  people th ink that  copying soft-

ware,  a f i lm or a musical  work is an 

innocent  ac t  w i thout  consequences. 

That is absolutely not the case. Any 

act  of  p i racy involves the ful l  personal 

responsibi l i ty  of  the perpetrator,  who 

may then face prosecut ion. 

WHAT YOU ARE RISKING
In the event that  EPFL’s infrastructure 

is used for acts of  p i racy,  the perpe-

t ra tors  are not  on ly  break ing Swiss 

and/or foreign laws, but also internal 

d i rect ives,  as wel l  as damaging EPFL’s 

image and undermining the property 

r ights of  th i rd part ies.  We remind you 

that the EPFL does not to lerate any act 

of  th is sort ,  and has the r ight  to prose-

cute perpetrators. 

please note
This appl ies to a l l  of  the fo l lowing: 

f i lms,  images,  photos,  icons,  music , 

sof tware,  operat ing systems,  d ig i ta l 

books and a l l  content  protected by 

copyr ight . 

Arthur,  a PhD student in a laboratory,  decides to use some soft-
ware cal led Easydrag&Drop for his research. He f inds a pirated 
l icence on the internet and instal ls i t  on his workstat ion.  The 
edi tor  spots the i l legal  version and decides to block al l  EPFL’s 
l icences for as long as Arthur hasn’ t  paid for  the pirated version.

Respect for  intel lectual  property is one 

of  the bas ic  va lues that  EPFL ra tes 

most highly.  By recognis ing the r ights of 

th i rd part ies,  EPFL helps protect  what 

i t  produces via i ts contr ibutors – that 

is;  i ts  researchers,  i ts  students and i ts 

employees. 
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MALICIOUS E-MAILS
KEEPING AN EYE ON MY INBOX

Over a period of several months, hackers gathered information on one or 
more employees of TV5 Monde. They simply used Google, the various social 
networks and other “tradit ional” ways, such as targeting Skype accounts to 
f ind out more about their target.
They then sent their targets a very authentic- looking e-mail  invit ing them 
to download an attached f i le that was, in fact, a Trojan horse. Once work-
stat ions such as the community manager ’s were infected, the hackers were 
able to instal l  keyloggers and malware. In this way they were able to obtain 
the usernames and passwords they needed to take control of TV5 Monde’s 
social networks.

What we have here is an elec-

tronic message, the contents 

of  which (ei ther an at tachment 

or a l ink wi th in the body of  the 

message) was designed for the 

purpose of  t r ick ing the recipi-

ent and taking advantage of 

the resources of  their  informa-

t ion system. In th is instance, 

we are pr imari ly  th inking of 

Tro jan  horses ,  wh ich  a re 

designed to make use of  the 

computer ’s  resources  (ne t -

work connect ion and s tored 

data) for  d ishonest ends, but 

also phishing si tes,  set  up for 

the purpose of  steal ing users’ 

persona l  ident i f ie rs  through 

one of  the pages they host. 
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1. Strange message title given the sender

2. Attachment with a strange name

3. Vague, odd, unexpected message from 
a so-called colleague. No sign-off phrase 
or signature.



THE risks 
Hackers can use your Inbox, steal  your ident i ty and get 

access to al l  your data.  They can sel l  th is informat ion or 

use i t  to get into EPFL’s IT system and infect  i t  wi th a v i rus. 

The huge diversi ty of  such at tacks makes i t  d i ff icul t  to put a 

f igure on the resul t ing f inancial  impact.  

so what should i do? 
Immediately erase e-mai ls of  th is sort  and, above al l ,  don’ t 

open ei ther at tachments or l inks inserted into the body of 

the emai l . 

I f  in doubt,  contact  the VPSI Service Desk on 1234 or 1234@

epfl .ch

phishing KEEPING AN EYE 
ON YOUR INBOX

THE DISTINCTIVE SIGNS
THE URGENCY OF THE ACTION TO BE TAKEN

and/or the risk you’ll lose data or e-mails if you don’t act quickly.

SIGNATURE IN THE EMAIL IS GENERIC AND 
IMPERSONAL

All official communications from VPSI are signed by one of its 
employees, who can be reached by telephone to verify the legitimacy 

of the message.

OFFICIAL COMMUNICATIONS ARE BILINGUAL
Wherever possible, all official e-mails are written in the two lan-

guages used at the EPFL (French and English).

FREQUENT SPELLING MISTAKES
and/or bad grammar and sentence construction of the 

Google Translate type.

A LINK OUTSIDE EPFL
Finally, if you are asked to send your personal identifiers via a website, 

you will note that this website is not
hosted by the EPFL (the address of the site doesn’t end in

.epfl.ch)

Matthieu is studying at  EPFL. In addi t ion to studying, he 
has several  l i t t le jobs,  one of  which is in one of  the cafe-
ter ias at  EPFL. One morning, he receives an e-mai l  f rom 
one of  EPFL’s restaurants te l l ing him i t  forgot to pay him 
the sum of CHF 117. Al l  he has to do is to c l ick on a l ink 
and log in for  the t ransfer to be made. The page to which 
he is redirected looks very much l ike EPFL’s login page. 
He logs in,  and his personal  data is copied by the hacker.
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1. Urgent action required

2. Web site 
external to 
EPFL3. Impersonal 

signature



hoaxKEEPING AN EYE ON YOUR INBOX

A hoax is an e-mai l  essent ia l ly  spreading false and of ten unver i f iable infor-
mat ion.  I t  may contain alerts to non-existent v i ruses, a support  network or 
an except ional  (and false) offer.  A hoax does not,  by def in i t ion,  represent a 
danger to your computer,  your f inances or your future.
The r isks associated with internet hoaxes l ie elsewhere, but are nonetheless 

real .

WHERE TO FIND OUT 
MORE ?

1234@epfl .ch
Hoaxbuster

www.hoaxbus te r.com

HoaxKil ler
www.hoaxk i l le r. f r

DISINFORMATION
People want to believe it and thus spread it and 

the attention that goes with it.

UNNECESSARY FILLING OF INBOXES

CLOGGING OF THE NETWORK
In the same way as spam – with unnecessary 

traffic.

DAMAGE TO ONE’S IMAGE
What would you think if you were the subject 

of the hoax?

FALSE ALARMS
And by crying wolf…

HARM CAUSED TO NET SURFERS
Pretending that a system file contains a virus 

and advising net surfers to delete it.
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the risks



spamKEEPING AN EYE ON YOUR INBOX

Although they are very widespread, and have at t racted lots of 

media at tent ion,  spam e-mai ls are becoming ever more pow-

erful .  Their  a im is qui te s imply to sel l  th ings to you – anything 

from medicines, diplomas and loans to computer sof tware, 

and t ips on how to get money for nothing. 

Once your e-mai l  address is out there on the net,  i t ’s  no 

longer possible to prevent i ts being used. Nevertheless,  here 

are a few pieces of  advice to help you minimise the r isks 

associated with spam e-mai ls. 

NEVER BUY WHAT IS 
OFFERED FOR SALE

It only takes a tiny percentage 
of people to respond for it to be 
worthwhile for the spammers. If 
nobody responds it will make it 
less profitable for them and they 

will be less motivated to send 
spam.

NEVER ATTEMPT TO 
UNSUBSCRIBE 

Most of the time this will only 
confirm to the spammers that 

your email address is valid, and 
that there is indeed a human 
being behind it reading their 
emails. For them, this imme-

diately adds value to your email 
address.

NEVER LEAVE YOUR 
EMAIL

ADDRESS ON FORUMS 
Robots exist that are program-
med to do the rounds of web-
sites collecting email addresses 

for spammers.

UPDATE YOUR EMAIL 
SOFTWARE

Any software that isn’t up to date 
represents an opportunity for 

spammers, even the least expe-
rienced. Don’t play with fire!

If you have a website or a blog,

don’t leave your email 
address on it

 …in text form. Only put it on 
there in the form of a picture. 
This will prevent robots scan-
ning the web from finding it.

CREATE ONE OR MORE
«DISPOSABLE 
ADDRESSES» 

to be used only for signing up or 
logging in to sites you feel you 

can’t trust.

NEVER PASS ON A HOAX
…by responding to an invitation 
to pass on an e-mail to as many 

contacts as possible. Such lists of 
contacts are basically just gifts to 

collectors of addresses.
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THE  JUNGLE THAT IS THE  WEBcookies   USING THE INTERNET WITHOUT FEAR OR BLAME

cookies
Like little crumbs, cookies are small files placed in your browser 

by certain sites to analyse where you go when browsing.

RISKS & IMPACT
They can be useful (e.g. recording the URLs of sites already 

visited), but this usefulness is disputable, as cookies allow your 
trail to be followed and your profile established.

SO WHAT SHOULD YOU DO?
Don’t forget to regularly delete these cookies (an option on your 

browser).

USING THE INTERNET WITHOUT FEAR 
OR BLAME

Here are a few security tips for browsing without getting 
your data crunched :

Keep your operating system up to date, together with all web 
applications. In other words, do the updates when the system tells 

you to.
 

Use safe passwords – and a different one for each website.

 

Take heed of any warnings from your browser.

Beware of doubtful-looking sources of downloads. Install the 
EPFL’s o fficial antivirus software and don’t de-activate it.
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THE  JUNGLE THAT IS THE  WEB THE JUNGLE THAT IS THE WEB PROTECTED SITES 
ENCRYPTED CONNECTION 
IDENTITY THEFT

1 1 0 1

0 0 1 1

1 0 0 1

1 1 1 0 1 0 0

PROTECTED SITES 
ENCRYPTED CONNECTION

Check the certificates of the servers. Digital certificates are 
generally used when an encrypted connection (https) is set 
up, so the server can prove its identity to the clients of its 

services (online payment, consultation of certain data, etc.) 
and thus its legitimacy.

SO WHAT SHOULD YOU DO?
Refuse to communicate any sensitive data to a site presenting 

an incorrect certificate (you will receive a message to this 
effect from your browser), as it could well be a phishing site. 

IDENTITY THEFT 
Bear in mind that identity theft is 
common. It can happen that your 

identity is stolen and used with 
ill intentions, to send SPAM, as a 

joke or to cause harm.
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CLASSIFY INFORMATION
FOR SELF-PROTECTION

Classi f icat ion of  in for -
mation is a process that 
al lows information to be 
distributed according to a 
series of levels,  each char-
acterising a desired level 
of protection. I t  makes it 
possible to priorit ise the 
protection of information 
of particular value.

Risks
Incor rec t  c lass i f ica t ion o f 

informat ion makes the work 

o f  a t tackers  eas ier.  They 

see in i t  a tempt ing gate-

way to al l  types of  sensi t ive 

and unsecured informat ion, 

such as an employee’s state 

of  heal th,  a teacher ’s evalu-

at ion s l ip,  a pol ice record or 

bank detai ls. 

 

advice
•  Always classi fy informa -

t ion according to i ts value.

•  Adapt the secur i ty mea -

sures you take wi th  your 

informat ion to i ts c lassi f ica-

t ion in each case. 

•  Re-c lass i fy  in fo rmat ion 

over t ime i f  i ts  value chang-

es. 

René is a computer sci-
ence student.  He regu-
lar ly helps Xavier,  a stu-
dent f r iend of  h is who is 
doing a PhD in archi tec-
ture,  wi th IT quer ies.                  

One evening,  René is 
alone on Xavier ’s com-
puter.  Out of  cur iosi ty, 
he looks at  the last  doc-
uments  to  be opened. 
They are not protected, 
and ment ion a new bui ld-
ing project  on the cam-
pus. Very interested, he 
sends them al l  to a jour-
nal ist  f r iend who wastes 
no t ime in publ ishing the 
informat ion. 
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Cook ies  a re  smal l  f i l es  p laced in  your  b rowser  by  cer ta in  webs i tes , 
e i ther  to  save  hav ing  to  reconnec t  to  each  page or  to  ana lyse  your 
movements  on l ine . 

Hoaxes  a re  fa lse  s ta tements  appea l ing  to  fee l ings  o f  insecur i t y  o r 
compass ion  on  the  par t  o f  the  rec ip ien t ,  w i th  the  a im o f  encourag ing 
them to  pass  on  the  message to  a l l  the i r  con tac ts . 

Ma l i c ious  p rogramme in t roduced in to  a  computer  w i thou t  the  user ’s 
knowledge.  Th is  ca tegory  inc ludes  v i ruses ,  worms,  Tro jan  horses , 
Cryp toLocker,  ransomware ,  backdoors ,  e tc . 

Ph ish ing  i s  a  scam in  wh ich  the  sender  passes  themse lves  o f f  as  a 
t rus twor thy  person  (e .g .  a  persona l  con tac t ,  a  bank  o r  an  @epf l . ch 
serv ice)  in  o rder  to  ob ta in  con f iden t ia l  da ta . 

SPAM messages  a re  unso l i c i ted  messages  w i th  the  a im o f  t r i ck ing  the 
user  in to  c l i ck ing  on  a  l ink  to  an  adver t i sement  o r  o f  over load ing  IT 
in f ras t ruc tu res . 

Cookies

Hoax es

Malware

Phishing 

SPAM 

GLOSSARY
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If  you have a query or problem 
of  any kind, please don’t hes-
itate to contact the VPSI 
Service Desk

help !!

021 693 1234 
1234@epfl.ch

                 POLYLEX 
                      As  no-one shou ld  be  ignoran t  o f  the  law,  we urge  you  to  consu l t  the  EPFL’s  cur ren t  In fo rmat ion  Sys tems Secur i t y 

	        Po l i cy  (LEX 6 .5 .1 ) ,  and  i t s  D i rec t i ve  On The Use o f  EPFL’s  E lec t ron ic  In f ras t ruc tu re  (LEX 6 .1 .4 )  a t 

	        h t tp : / /po ly lex .ep f l . ch . 

                SWISS LAW 
                    The  Swiss  C iv i l  Code (Ar t .  28)  p roh ib i t s  a t tacks  on  the  persona l i t y  o f  a  th i rd  par ty. 

	     The  Swiss  Pena l  Code proh ib i t s  a t tacks  on  a  person ’s  honour  and  de famat ion  (Ar t .  173) ,  s lander  (Ar t .  174) , 

	    i nsu l t  (Ar t .  177)  and  d isc r im ina t ion  (Ar t .  261a) . 

	   The  Swiss  Data  Pro tec t ion  Ac t  (LPD Ar t .  12)  p roh ib i t s  the  use  o f  the  da ta  o f  th i rd  par t ies  fo r  i l l i c i t  purposes  o r  even 

	  i t s  use  aga ins t  the i r  w i l l  ( fo r  example ,  s tea l ing  the  p ro f i le  o f  a  th i rd  par ty  and  us ing  i t  to  impersonate  them) . 

	 The  Swiss  Copyr igh t  Ac t  (LDA,  Ar t .  67)  p roh ib i t s  the  d issemina t ion ,  mod i f i ca t ion  o r  p rov is ion  o f  a  work  ( fo r  example , 

             the  unauthor ised  down load ing  o f  mus ic ,  f i lms ,  so f tware ,  e tc . ) . 

            The  Swiss  Federa l  Personne l  Ac t  (LPers ,  Ar t .  22)  s ta tes  tha t  Confedera t ion  personne l  a re  sub jec t  to  p ro fess iona l 

           secrecy,  commerc ia l  secrecy  and o f f i c ia l  secrecy. 


