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Setting the scene
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What is risk governance?

We define risk as an uncertain consequence of an event or 
activity with respect to something that humans value

We define governance as the totality of 
actions, processes, traditions and institutions by 
which authority is exercised and collective 
decisions are taken and implemented
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Information unleashed
4

33 zettabytes
Global datasphere in 2018 (IDC/Seagate)

2.5 billion
Facebook monthly active users (Facebook)

30,000 hours
New video uploaded to YouTube every hour (Statista)
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What are deepfakes?

Deepfake refers to digital content that has been 
created or manipulated using machine learning

Typically used to refer to fabricated video 
content, but machine learning can be used to 
generate images, audio and text

7,964
Deepfake videos online in 

December 2018 (Deeptrace)

14,678
Deepfake videos online in 

December 2019 (Deeptrace)
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Examples



Images: real or deepfake?
7
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Video: Bill Hader or Arnold Schwarzenegger? 8
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https://youtu.be/bPhUhypV27w


Video: emerging political examples (1/2) 9
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https://youtu.be/2Tar2O4q0qY


Video: emerging political examples (2/2) 10
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https://youtu.be/88GUbuL89bQ


Text: predicting the best next word
11

GPT-2 is a neural network, trained on 8m websites, 
that generates new text in response to an initial prompt

The full model was originally withheld because
of fears it would be used maliciously

The results are still very patchy, but show promise:

www.talktotransformer.com

http://www.talktotransformer.com/
https://talktotransformer.com/


12“A train containing a shipment of mobile phones was 
stolen in Zurich today. Its whereabouts are unknown.”



Audio: well behind video, but making progress 13
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https://youtu.be/1jvIMXmYkHM


Audio: worries about misuse 14

Realistic audio deepfakes could be a particularly
powerful mode of social engineering

There is already at least one example of significant
fraud that relied on deepfake audio

S
o

u
rc

e
: 
h

tt
p

s
:/

/w
w

w
.f

o
rb

e
s
.c

o
m

/s
it
e

s
/j
e

s
s
e

d
a

m
ia

n
i/
2

0
1

9
/0

9
/0

3
/a

-v
o

ic
e

-d
e

e
p

fa
k
e

-w
a

s
-u

s
e

d
-t

o
-s

c
a

m
-a

-c
e

o
-o

u
t-

o
f-

2
4

3
0

0
0

/



15

Risks



Where do the main risks lie?
16

With one major exception, there are few public 
examples of deepfakes being used to cause harm

The exception is the use of deepfake technology to swap  
women’s faces into pornographic images and videos

One worry is that deepfakes are evolving more rapidly than
our understanding of the risks that they may pose

Risk assessment Incident reporting
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Impact, motivation and scale

Severity Scale Resilience
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Possible responses
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Opportunities to respond



20

Opportunities to respond



Conclusion
21

Deepfakes are expanding rapidly, in terms of 

(i) quantity, (ii) quality, and (iii) variety

Even if there are still relatively few public examples
of harm, now is the time to assess vulnerabilities

Deepfakes highlight the importance of fostering trust in an 
increasingly digitalized world
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Aengus Collins

Thank you




