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The digital Universe

® 2008: Amount of data existing:
~3'892°179°868°480°350°000°000 Bits
~4'865°220°000 Terabytes

IDC Digital Universe Whitepaper, 2008

® Every minute, | 3 hours of video are beeing
uploaded to YouTube

Doug Garland, Google, 2008

® How large us your “digital shadow?
(mine: ca. | TB)
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The Digital Dark Ages

digital information lasts forever

or five years,
whichever comes first!

Jeff Rothenberg (1999)
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- 2010: It’s still a problem

-

® Why is long-term preservation of digital data still a
problem?

- Obsolescence of technology
within 2-5 years storage systems are replaced by newer

generation with limited compatibility

- Longevity of media
It's even worth than You think (e.g. CD-R: 10% loss
after 10 years)

- Dataformats, Software-versions, DRM,
undisclosed proprietary technologies, etc.

L 4 J
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1999 - 2010:Where are we ten years later? imaging & media lab
L.

'We should know it better!
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"We should know it bett
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1999 - 2010:Where are we ten years later? imaging & media lab

Obsolescence...
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I999 2010:Where are we ten years later? imaging & media lab

Longewty of storage media

Damaged CD-R

Damaged magnetic tape
6
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‘Longevity of storage media

e Magnetic Tape: 5-30 years
oCD-R: [-50 years
@ Harddisk

- Spinning: 3-5 years (worn out, failure rate
goes up)
- on=shelf: 5-8 years (sticky bearings)

7




imaging & media lab

What are the common options!?

¢ Do nothing! » “digital archeology”

e Computermuseum » archive media,
machines, documentation and service technician
(last item poses most problems...)

¢ Emulation » Simulate old computer on
modern machine (but how can a 2" Tape be read
on a modern computer?)

e Migration » copy, copy, COpy,......

* Permanent medium » carve it in stone...

L 8
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One step back....

- What do we really want to archive!

- What do we really do archive!

Sonntag, 25. April 2010
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What is “digital data” really ? imaging & media lab
L

| One step back....

- What do we really want to archive!

-t

“Digital objects”, which can b
way that they are acce
huma

can be proce
processi

- What do we really do archive!?
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What is “digital data” really ? imaging & media lab
L

| One step back....

- What do we really want to archive!

-t

“Digital objects”, which can be
way that they are acce

human
can be proces
processir

- What do we really do archive!

- || A physical obje
11CD-R,a M
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What is “digital data™?

® Any information recorded in a code based
on a limited set of symbols
S = {s1, s2, S3, ..., Sn};n 22
® Most of it converted from an analog signal

as a function of location and/or time:

F(x,v,z,t) - si, sx, ... €S

L 10
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“Binary” Data!?
® A special case of “digital data”
- 5={0,1}
- S={TRUE, FALSE)
- S={+5V,-5V}
- S={1,1}

®Most simple set of symbols

®Easy to implement
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What is “digital data” really ?

Flrst bmary computer

_HAMBURG AMERIKAIII Zuse
f et Y s [371

L.

L.

imaging & media lab

'‘machine

Konrad Zuse’s Z1 (1936)
First binary computer (electro-mechanical) built in the living room of his parents

12
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What is “digital data” really ? imaging & media lab

lvobbm. binary data is not self- exphmtcvy“

» rendering needs metadata
(»file format = knewiledge about the meaning of the bits)
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What is “digital data” really ? imaging & media lab

Dvobbm. binary data is not self- exphmtovy“

» rendering needs metadata
(»file format = knewiledge about the meaning of the bits)

INTEGER CHARACTER SOUND
“21 n “U" k
/N @

S ONG
o~ ~

BITSTREAM: 010111000000001010100000000100000111101110

N -
Es, 7 o

V

iEAL NUMBER IMAGE LOGICAL BITMAP
“1.3125” NO, NO, NO, YES
NO, YES, NO, YES

.
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What is “digital data” really ? imaging & media lab
L

rbh-lmm;a of binary data

omost simple encoding

onatural code for information
processing machines

olossless copy possible!

- there is no “digital original”, only “clones”

enot for humans:
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What is “digital data” really ? imaging & media lab
.

Dis-/Advantages of binary data

Can You read this?

01001100010101010100101101000001010100110010000001010010
01001111010100110100010101001110010101000100100001000001
010011000100010101010010

L |4 J
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What is “digital data” really ? imaging & media lab
.

Dis-/Advantages of binary data

Can You read this?

01001100010101010100101101000001010100110010000001010010
01001111010100110100010101001110010101000100100001000001
010011000100010101010010

LUKAS ROSENTHALER

L |4 J
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What is “digital data” really ? imaging & media lab
L.
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But: digital data do not exist!

Flaw Spw-tesd Sgrmi of et Des Dt (Dt St by 165D

“digi ” . Bacheond . Lo KR
® “digital data” is an PIAVA WIS ATA WAVANY / u‘l\

»immateriel, logical 0 G TR £ I NS

concept” R
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® all material physical : a-,\zﬂ\ (J”'v,‘ A i UH JiWiiA W ‘.«“J | L
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recordings are always T

analogue

® to go to “digital data”, a .
decision process is ‘
required (e.g. thresholding)

® The decision process is A
error-prone L
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What is “digital data” really ? imaging & media lab
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But: digital data do not exist!
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What is “digital” storage really?

®these marks have to be
interpreted correctly (recognized)
in order to create the immaterial
digital information

- material: analogue marks
- immaterial: “digital” information

6
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Whats the objective!?

®we want to retrieve the archived
information at some point far
(whatever this means for You!) in

the future

® ) levels of preservation required

I. Keep the bits

2. Keep the knowledge about the
meaning of the bits
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Keep the blts...

® Migration:
- Periodically (every 3-5 years) copy the bits to new
media

- proove (with checksum, bitwise comparison etc.) that
the copy is identical to the “original”

® “‘Eternal’ media

- use a long-lasting medium (“eternal” my be difficult to
achieve)

- use a recording method which is independent of a
specialialized technology (no technological
obsolescence)

L |8
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What is the goal ? Imaging & media lab

Keep the meaning of the
bits

ouse open, well documented,
widespread and simple formats

e Emulation? UV(C?

19
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Keeping the bits: sequel

owe do both at the IML....

- DISTARNET: automated migration using a
distributed, self-organizing P2P-architecture

= PEVIAR: PErmanent Visual ARchive

p use a well known, long lasting medium:
Photographic film, Microfilm

) use a technology-independent, simple recording method:
eptical-visual recording using a 2D bar dot-code

L 20 J
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Research at the imaging & media lab imaging & media lab

L. 4
r B

Keeping the bits: sequel

owe do both at the IML....

- DISTARNET: automated migration using a
distributed, self-organizing P2P-architecture

= PEVIAR: PErmanent Visual ARchive

p use a well known, long lasting medium:
Photographic film, Microfilm

) use a technology-independent, simple recording method:
eptieal-visual recording using a 2D bar dot-code
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Nothing new...

® 1967: IBM Photo-Digital Storage System

= | Terabit

- Recorded on photographic film using an electron-beam
writer

- reading back using a microscope and a TV-camera

L 21
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Research at the imaging & media lab imaging & media lab

| Nothing new...

® 1967: IBM Photo-Digital Storage System

L™ L1
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PEVIAR

I”

ouse ‘‘normal”’ film or microfilm
(both b/w and color) as medium

®record bitpatterns using off-the
shelf film recorder (e.g. ARRI .
Laser, Archivelaser,..) == .=
v ) ‘ﬁiﬁ

eUse any scanner or dig. camera

y

with enough resolution

22
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EVIAR:Visual encoding

Stbauifrb’f Bifung

ewees

1D: MUS1_23_2322

L

encode and
i2k record on film

Any file type can be encoded and recorded as 2D dotcode.
Metadata, deocding information etc. and other visual information
can be record in a human readable fahsion

L 23
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": PEVIAR: Example

UNIVERSITAT BASEL recorded by: MIKMPOSAVE imaging & media lab

FLS_20070220 MKBA 0001 ey . " HENE " EHEEEE B

- ambnucxus hetpcUwwwow 1 005 200 1 N0VL Schema - inatance’
- kschemalocations "NMip/wwe o govNETS Profle’
g/ e prrvias CN vty mets profde v1 -2 s>
R LOCTYPE < URL" > g wwew el undbas O\ Peviar Mets Profle< LRI
«uthe s Peviar Mets Profle < Uithe »
<aberracts
This s $he METS Profile used to ribe dightal hewed with Peviar.
</
<date>2006-01-01 T1 2:00:00</date>
<CONMacT>
<name NN < name-
ST O e Arvagan) and Meda Lab, Lvsver sty of Baiel < nantuson »
<addvers - Benoiiatoaise 11 4081 Baselcaddress >
m»auww

unbasch<ermalls

<reghtration_info regDute™ regUil=""/>

o= "henpp 9/ LIS
<dctite-Digtalinening von "Mona Lika™ </\dc tithe>
<dooenen-Gaal F. Omo</dcomnens

<AC pubdihers-My Digasd Litvary </d pubilshers
CACType - Inage< M Type
mmwmw
Colordepth: § bit<\dcdo
mwmum
cdcidentifer>OM8S_ LS9 AXD! </dedormat>
<dosowrce>fRIDE_LOY A0 < dcaowrce>

<dcrightnCopyvight Grat, F, Ottocidcrights>
</vetadata
VETS Profies
TITLE Mona Lisa
PUBLISHER Graf Library Ltd.
CREATOR Graf, F Otto | -

— — — U S PIAR - Wmagieg & Mecks Lab,
DESCRIPTION Foto of '‘Mona Lisa’ [ S ——
DATE 2006-08-05712:00:00 | Luampe reackiach peagram

— . - ‘ :’]m-?“nn—x

- TYPE lmage w g P

— e oge - )
FORMAT maganlﬂ ;‘3..;...".&..:...“
- - | iyt lals wmmpr(lata
FORMAT Codowep(h 8 bit PSR
< | getimage Vst
FORMAT Colorspace Adobe RGB ¥ padocads for geehmage
IDENTIFIER  CHBS_LIB9S_AXO! O Saoutecade s petmmesnt
SOURCE FRIDF_LO1_AQO1 Nr—
_ RIGHTS c) Graf F Ono | et
WGHTS L. ”97“_3,.'?’,"75‘?9 " oot e et

L 24
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": PEVIAR: Example

UNIVERSITAT BASEL recorded by: IMMIKPOSAVE imaging & media lab

FLS_20070220_ MKBA_0001 e i pi . N | | . H EENEE B

- embnucs hetpc U wwwow 1 005 200 1 N0VL Schema - inatance
nbschemalocations "Mip J/ www Joc govwNETS Profilel
g/ e prrvias CN vty mets profde v1 -2 ud" >
R LOCTYPE < URL" > g wwew el undbas O\ Peviar Mets Profle< LRI
«uthe s Peviar Mets Profle < Uithe »
<absrracts
This s $he METS Profile used to ribe dightal hewed with Peviar.
</
<date>2006-01-01 T1 20000 </date>
<Contact>
<name NN < name-
ST O e Arvagan) and Meda Lab, Lvsver sty of Baiel < nantuson »
<addveis - Berneuiiatoaise 12 4051 Baseladdress
«phone > + 416 10000000« phose »

ol L unidas.ch<ermalls

dc tivte -Dugtal nevurg

<doorenar-Gual F. Omo</dc oo

<AC publisher>-My Digiad Libvary </dd pubibahess
CACType > nage< M Type »
mmw«mm

Cotordeprn: 8 bet < \dc fo

mwmmm
cdcidentifer>OM8S L899 _AXD! </dedormat>
<dosowrce>FRIDE_LOT A0 c/dcaowrce>
<dcrighen-Copyright Gral, F, Ottode rights>
</vetadatar

| VTS Profies

TITLE Mona Lisa
PUBLISHER Graf Library Ltd.
CREATOR Graf. F Otto I =
| PIAR - maging & Medks Lab,
DESCRIPTION Foto of ‘Mona Lisa’ o Usbvarstey of Sust Sutmdend
DA'E 20%0805T120000 | 7 Exmmphe reacuch pragram */
. ﬂm-wl
TYPE Image - -gn -
. =] ogel - )
FORMAT imagefif | 7% g s e o romoqritriaens
. - | iyt lals wmmpr(lata
FORMAT Colordepth 8 bit = s
Getimage ettt
FORMAT Colorspace Adobe RGB ¥ pamudacads s grmagn
IDENTIFIER  CHBS_LIB99_AX0! O aoutecedeter gemmemnd
SOURCE FRIDF_L01_AOO | O oereteante e e
~ RIGHTS (c) Graf F Ono ko et GO
_RGHTS Al rights reserved o

L 24
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": PEVIAR: Example

UNIVERSITAT BASEL recorded by: MIKMPOSAVE imaging & media lab

FLS_20070220 MKBA 0001 ey . N | | . H EENEERE B

- ambnucxus hetpcUwwwow 1 005 200 1 N0VL Schema - inatance’
- kschemalocations "NMip/wwe o govNETS Profle’
g/ e prrvias CN vty mets profde v1 -2 s>
R LOCTYPE < URL" > g wwew el undbas O\ Peviar Mets Profle< LRI

«uthe s Peviar Mets Profle < Uithe »

<aberacts

This Is $he METS Profile used to ribe dighal hewed with Peviar.
</

<date>2006-01-01 T1 2:00:00</date>

<COntact>

<name NN < name-

ST O e Arvagan) and Meda Lab, Lvsver sty of Baiel < nantuson »

<addvers - Benoiiatoaise 11 4081 Baselcaddress >
m»auwm

chalernalls

rrdnacdon™h ‘perl g LN Pt
me‘luuuu <\ tite>
<doorenar-Gual F. Omo</dc oo
<AC pubdihers-My Digasd Litvary </d pubilshers
CACType - Inage< M Type
mmwmw

Colordepth: § bit<\dcdo
mwmum
cdcidentifer>OM8S_ LS9 AXD! </dedormat>
<dosowrce>fRIDE_LOY A0 < dcaowrce>
<dcrighen-Copyright Gral F. Otiode rights>

L <hvetadatar
- C/VETS Pvole>
TITLE Mona Lisa
PUBLISHER Graf Library Ltd.
CREATOR Graf, F Otto | -

— — — U S PIAR - Wmagieg & Mecks Lab,
DESCRIPTION Foto of 'Mona Lisa’ [ S ——
DATE 2006-08-05712:00:00 | Luampe reackiach peagram

— . - ‘ :’]m-?“nn—x

- TYPE lmage - - e -

— e oge - )
FORMAT maganlﬂ ;‘3..;...".&..:...“
- - | iy i llols wempellota
FORMAT Codowep(h 8 bit PSR
< | getimage Vst
FORMAT Colorspace Adobe RGB ¥ padocads for geehmage
IDENTIFIER  CHBS_LIB9S_AXO! O Saoutecade s petmmesnt
SOURCE FRIDF_LO1_AQO1 Nr—
_ RIGHTS c) Graf F Ono | et
WGHTS L. ”97“_3,.'??"?}‘?9 " oot e et
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EVIAR: Example

UNIVERSITAT BASEL recorded by: MIKMPOSAVE imaging & media lab

FLS_20070220 MKBA_0001 ey . . ] . H HEEEEE N

- amlnceuks hetpc U wwerwow 1,005 200 1 N0ML Schema-instance’

- mkschemalocations "Mip ) www Ioc o VETS Profile/’

g e peviar ch ety imets profde v - Jed">
R LOCTYPE = URL" » g e il unidbas. O\ Peviar Mets Profle< LRI
“uther Peviar Mets Profie < Uitk »
<absrracts
This Is the METS Profile used 1o describe dightal hiwed with Peviar.
<
<date>2006-01-01T1 20000 </date>

mw and NMeda Lab, Uvsversity of Basel < mantumon »
<addvers - Benoiiatoaise 11 4081 Baselcaddress >
m»noumm

PO

<desowrce>FRIDE_LOY_AD) </ dcrowrce>

<dcrightnCopyvight Grat, F, Ottocidcrights>
| <imetadata
- VETS Proles
Mona Lisa
Graf Library Ltd.
Graf, F Otto -
|+ PIVIAR - magieg & Mecka Lab,
Foto of 'Mona Lisa' : :’Md“w
20060805'”20000 | 7 Example reacach peagram */
—mrs - - - )] POt - et e ML |
Image ] 2 -.' -
| ] agel - »
b j }'-'3...*.:.".3_.:...“
human readeable § ===y
| Method Dt Y
| gethmage Mt
metadata T e
IDENTIFIER CHBS_LIBI9_AXO! | ¥ pammtecstotis grammennnt
FRIDF_LO1_AOO1 Y
ic) Graf F Ono e
Nl nghts resewed U_‘_*_'m

L 24
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": PEVIAR: Example

UNIVERSITAT BASEL recorded by: MIKMPOSAVE imaging & media lab

FLS_20070220 MKBA_0001 R et o . . | . B EERNER N

R LOCTYPE"UL " wzmmmm«,wm.
<Bthe s Peviar Mats Profie« Ttke -

<aleracts

This Is he METS Profile used 1o describe dhghal hved wits Peviar.

<

<date>2006-01-01 T1 2:00:00</date>
<CONMacT>
namesNN <iname>
ST O e Arvagan) and Meda Lab, Lvsver sty of Baiel < nantuson »
<addvers - Benoiiatoaise 11 4081 Baselcaddress >
m» mnmm

PO

technical metadata
e.g. XML,
decoding information

Mona Lisa

format specification,

Graf Library Ltd.
Graf, F Otto

Foto of 'Mona Lisa'
200_608-_06“2‘09:00
Image

human readeable.

metadata

IDENTIFIER CHBS_LIB3S_AXD
FRIDF LOI AOO!
lc) Graf F Ono

Al nghts resewed

.
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|dentify

ID:M 32322

‘ ll)ll

bitsaue ag

etaave AG. Berratrmne 1) 1077 Ketvnany

imaging & media lab

Store

e

Understand

Monolith™ Datafilm example provided by bitsaue aQ

25
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Reiniche Seitung

$orin -

1D: MUS1_23_2322

llmllllll bitsave ag

scanning and
decoding

. |
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Recording method

® B/W: | dot = |Bit
® Color: | dot = 3 Bit
® 3x3 dots = | Byte + Parity

® ReedSolomon: 255 Byte-blocks with 223
bytes payload and 32 parity bytes

® Bytes are locally distributed within a frame
using a deterministic random number
generator

27
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Properties of PEVIAR

® stable, independent of a specific technology
and selfexplaining

® Capacity (with current technology):

= oh color microfilm, 10,5cm x14,8cm
ca. |OOMB max

= Ooh one movie-film sized 35mm frame:
ca. 2-3MB max

® Longevity of medium: 500+ years

28
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in other words....

® migrationless
® |ong-lasting
® authenticity guaranteed

- electronically archived information can always
be forged without leaving traces - digital
signatures make it more difficult, but how to
archive the signature?

- any tampering with microfilm leaves visible
traces!

- It is “original” material (forensics possible)

L 29
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Try it Yourself!!

* mikross

Die Ratsel-Fiche der Bitsave AG

* mbrosave

*mikrosave

e )
N e

&7 Fj‘;:g‘-{).

*mikrosave

OLave

4
B
4
)
3
-

* mikrosave

*mikrosave

s mikrosave

* mikrosave

Recorded by Fachlabor Gubler AG

s mikrosave

Decoding-software and instructions found on
http://www.bitsave.ch/download/download.html

L 30
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http://www.bitsave.ch/raetsel.html
http://www.bitsave.ch/raetsel.html

