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Abstract—Code execution on processors results in side effects
such as electromagnetic emanations. Monitoring these effects
can provide information about the code execution. However,
extracting the information from the collected data is not a
straightforward task and the information can be affected by
noise and signal collection conditions. Therefore, in this project,
we investigate the use of machine learning models for side-
channel disassembly of instructions running on a processor.
Building on previous work, we investigate the implementation
of a hierarchical model to recognize the instructions and their
operands with high accuracy. Our approach provides results
close to simulation, highlighting the validity of our proposed
approach.

I. INTRODUCTION

From small embedded devices to IoT devices to cloud
servers, central processing units (CPUs) are used for a va-
riety of applications. Processor security is an ever-evolving
field, with researchers continuously developing attacks and
defenses. Among the well-known attacks are side-channel
attacks, with power-based side-channel analysis proposed by
Paul Kocher in 1996 [1]. While power and electromagnetic
side-channels have been used to steal cryptographic keys,
researchers have recently examined using them to track code
execution [2]], [3]], [4]. On the one hand, this technique can be
useful for an attacker to reverse-engineer proprietary code
executed on a processor. On the other hand, this can be
useful to track code execution without a debug interface to
ensure integrity of the code.

Building on previous work, we train machine learn-
ing models to predict the executed instructions and their
operands (registers and immediates) based on the elec-
tromagnetic (EM) emanation measurements of a RISC-V
processor. In the previous work, power side-channel in-
formation was exploited from simulated power traces and
from measured EM traces to train 34 models [5]. The time
series obtained for each instruction are used to train the
models. First, a model was trained to classify the instructions
into 6 classes (arithmetic, set, logic, shift, store, load).
Second, a model was trained to predict the actual instruction
from 23 possible instructions (a large subset of all possible
instructions). Finally, 32 models were used to recognize the
bits of each instruction code, thus revealing the instruction
and its operands. Using simulated traces without noise, the
author achieved accuracies higher than 90% for the first
two models, while the average accuracy of the 32 bit-wise
models was 75% [3]. However, the power measurements

collected from an ASIC were too noisy, resulting in the
use of EM measurements instead. We use the same EM
emanation measurements collected from the target RISC-
V processor and modify the approach to obtain a high
classification accuracy.

The rest of this report is structured as follows. We
present our system design in Section [l followed by our
training methodology in Section We present our results
in Section We discuss the reproducibility of our results
in Section [V| Finally, we consider possible future work and
conclude the work in Section

II. SYSTEM DESIGN

Based on the results of previous work, the easiest task
is classifying executed instructions into classes while the
most difficult task is predicting the bits of every instruction
code [5)]. These results are intuitive. Different classes of
instructions typically utilize different hardware components
and as a result, have different EM footprints. This variation
in hardware utilization makes them easier to classify from
the traces. Conversely, classifying the individual bits is more
difficult as their inherent impact on the power consumption
and EM emanations is very small, and the model needs to
be able to extract more information from the traces.

Our idea is built upon the redundancy between the in-
formation used by the three different tasks. Therefore, we
change the approach to a hierarchical one, where we first
train a model to classify the instruction into one of the six
classes. Then, we train six models, each one responsible
for differentiating between the instructions in one class.
Finally, for each of the instructions, we train 3-5 models
that recognize the operands ((srcl, src2, dest), (src, dest,
immediate[3:0], immediate[7:4], immediate[11:8]), or (src,
dest, shift)).

For the first stage, there is no difference between the
hierarchical and non-hierarchical approaches. For the second
stage, the task of each model is rendered easier as the
number of output classes is greatly decreased. Finally, for the
third stage, the task is reduced to recognizing the operands.
Intuitively, this approach allows for better classification, as
every level in the hierarchy focuses on extracting different
information from the EM traces and can rely on information
from previous level(s). If we assume that the model only
predicts one class all of the time, then the accuracy of
a model when it has six possible output classes will be
higher than when it has 23 possible output classes. Other
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Figure 1. Diagram of the hierarchical classifier. Level 1 predicts the group
of the instruction, Level 2 predicts the instructions within a group, while
Level 3 predicts the operands of a given instruction.

researchers have studied the idea of using a classifier for
instruction classes and then having other classifiers for the
finer-grained instruction recognition within the classes [4].
A hierarchical approach results in the overall accuracy
being the multiplication of the accuracies of each of the
individual hierarchy levels. Therefore, if the accuracy is high
enough at each of the levels, the overall accuracy of the
models at the end of the hierarchy will be higher than the
75% accuracy obtained using simulated traces in previous
work [5)]. Furthermore, the number of levels and models
could be adapted to obtain different results. Our aim is to
show the validity of this approach.

III. TRAINING AND EVALUATION METHODOLOGY

For building and training our models, we used the keras
library [6]]. This is a deep learning API written in Python,
running on top of TensorFlow. It provides various models
and functions allowing the user to run predefined models or
build models using hidden layers and convolutional layers
among others. It offers a variety of activation functions,
evaluation metrics and stopping criteria for the training [6].
Finally, the code we built upon used keras, making the
transition smooth [5]).

We present below the data augmentation used and the
training and evaluation methodologies for each of the hier-
archy levels.

A. Data Augmentation

Since our dataset is relatively small, containing 45,827
datapoints in the first level, and 2,000 datapoints in the
last level, we use data augmentation techniques in order
to increase the size of our dataset. For each model in the
third level, we first duplicate the dataset by appending the
original data with the data convoluted with a flattop window
of size 11, obtaining a 2x larger dataset, as shown in Fig. 2]
To make the dataset even larger and more robust, we then
duplicate the new dataset by appending data with added
random noise, obtaining a 4x larger dataset, as shown in
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Figure 2. Data augmentation process. First, the data is augmented with
noise (convolution) and appended to the dataset. Then, the new dataset is
augmented with convolution (noise) and appended to the final dataset.

Fig. 2| For the models used for the first and second levels, we
first duplicate the dataset by appending the original data with
the data with random noise, obtaining a 2x larger dataset, as
shown in Fig. 2] Furthermore, we duplicate the new dataset
by appending the new dataset with data convoluted with a
flattop window of size 11, obtaining a 4x larger dataset, as
shown in Fig. 2| For data augmentation purposes, we use the
tsaug library, which is specifically conceived for augmenting
time series [[7]].

B. Simple Opcode Classification

The simple opcode classification represents both the sim-
plest classification level and the most important one. It is
simpler than the following levels because it only examines
high level features and classifies into six classes. However,
it is the most important because misclassifying at this level
will definitely result in a wrong classification at the second
level and possibly at the last level.

We start by evaluating the baseline model [5]. This gives
a classification accuracy of 51.17%. We then augment our
dataset, according to the methodology previously discussed.
This increases the size of the dataset, but does not improve
the accuracy significantly. Therefore, to extract important
features from the dataset, we also perform principal com-
ponent analysis (PCA) using scikit [8]. This is a standard
technique used in time series classification, used in previous
work [15]], [3]].

This improves the accuracy (77.9%) but not to a satisfac-
tory level. Therefore, we increase the model size by using
one of the well-known time series classification multi-layer



perceptron (MLP) models [9]. This model consists of three
hidden layers, all using relu activation function, each of 500
neurons. Before each layer, a dropout layer is used with rates
respectively equal to 0.1, 0.2, 0.2 and 0.3. The final layer has
a softmax activation function and a number of neurons equal
to the output classes (six, in this case). The training is carried
out for 6,000 epochs, with a batch size of 256. Some earlier
experiments involved a larger number of epochs. However,
the larger number of epochs did not improve the accuracy.

C. Instructions Classification

For classifying the instructions, we follow the approach
with the best results from level 1: augmenting the data,
carrying out PCA and using the three hidden layers MLP.
For each of the three classes of instructions for which we
trained the models, we change the number of neurons in
the output layer; three for the arithmetic class, four for the
set class and six for the logic class. This does not cover all
possible instructions and all possible classes, but is rather
presented as a proof-of-concept for our approach. As in the
previous level, we train the models for 6,000 epochs with a
batch size of 256.

The classification accuracies at this level are relatively
high, as presented in Section Therefore, we do not
explore other models.

D. Operands Classification

The final level of the hierarchy consists of multiple models
per instruction, as shown in Fig. [I] The goal of this level
of hierarchy is to predict the operands of every instruction.
Almost all operands are 5-bit values representing the address
of the corresponding registers in the CPU register file. An
exception to this are the immediate values for the shift
instructions, which are still 5-bit values, and the immediates
for arithmetic and logic instructions, which are 12-bit values.
Depending on the position of the operands in the instruction
code, the instructions can be split in three groups. One
group contains instructions with operands srcl, src2, and
dest (add, sit, sltu, and, or, xor, sll, srl, sub, sra). Another
group contains instructions with operands src, dest, and shift
(slli, srli, srai). The final group contains instructions with
operands src, dest, and a 12-bit immediate imm (andi, ori,
xori, addi, slti, sltiu). Starting from the same multi-layer per-
ceptron (MLP) architecture, one model was trained for each
of operands of every instruction, except for the imm operand.
The large number of possible values represented by a 12-bit
immediate causes the output layer of the corresponding MLP
to be 2'2 neurons, making the neural network too large to
be trained using a local GPU. Consequently, we split each
immediate into three “operands”: imm 3:0, imm 7:4, and
imm 11:8, and train a different model for each immediate
of each instruction.

The MLP trained for the operands has 512 neurons in
the first layer, 256 in the second, 128 in the third and

Table I

RESULTS

Min Avg Max
(single/hier.)  (single/hier.)  (single/hier.)

Level 1 group 0.9069 0.9069 0.9069
Level 2 | instruction | 0.948/0.860 0.955/0.866 0.968/0.878
Level 3 srcl 0.886/0.762 0.906/0.785 0.933/0.819
src2 0.881/0.757 0.906/0.785 0.937/0.823
src 0.866/0.745 0.912/0.790 0.943/0.828
shift 0.923/0.794 0.934/0.809 0.954/0.837
dest 0.869/0.747 0.906/0.785 0.934/0.820
shift 0.924/0.794 0.934/0.809 0.954/0.838
imm 3:0 0.887/0.763 0.917/0.794 0.938/0.823
imm 7:4 0.887/0.763 0.923/0.800 0.947/0.831
imm 11:8 0.880/0.757 0.919/0.796 0.939/0.824

fourth, 64 in the fifth and sixth, 34 neurons in the seventh
layer, and 32 neurons in the output layer. All layers use
the relu activation function except the output layer, which
uses softmax. The keras optimizer was set to adam, and the
models were trained on a batch size of 256 during 6,000
epochs. The MLP trained for the 4-bit immediates has 512
neurons in the first layer, 256 in the second, 128 in the
third and fourth, 64 in the fifth and sixth, 34 neurons in the
seventh layer, and 16 neurons in the output layer. Again,
all layers use the relu activation function except the output
layer (softmax). The keras optimizer was set to adam, and
the models were trained on a batch size of 256 during 6,000
epochs.

The dataset was augmented using the methods presented
in Section [[II-A] by first introducing more datapoints using
convolution and then adding random noise. The test-train
ratio is set to 20%, while the validation-train ratio is set to
30%.

IV. RESULTS

We present the test accuracies of our trained models
in Table [l The table shows the minimum, maximum and
average for the accuracies at each level (at the first level,
they are all the same value because there is only one model).
Furthermore, we also show the accuracy for the hierarchical
model. We obtain the hierarchical accuracies by multiplying
the level’s accuracy with the accuracy of the level(s) above
it. Therefore, the accuracy at level 1 is also unchanged.

From Table [I] it is clear that our models manage to
recognize the instructions and their operands with a high
accuracy, highlighting the viability of our approach. The fi-
nal accuracies are on a comparable level with the accuracies
obtained using simulated traces without noise. Moreover, the
accuracy of the first level is better than the previous results
using the same EM traces [J]].
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Figure 3. Training and validation accuracies for models in each hierarchical level. On the right, for the model in the first level. In the middle, for the

model in the second level that classifies instructions in the set class. On the left, for the model in the third class that predicts the destination register of

the slti instruction.

Fig. [3] shows the progression of the training and the vali-
dation accuracies during the training of models at different
levels of hierarchy. The accuracy curves have the same shape
for all other models in levels two and three. It can be
observed that the test accuracy closely follows the curve of
the train accuracy, meaning that the model does not overfit
on the data.

V. REPRODUCIBILITY

As there is significant randomness involved in the func-
tions used for the training and evaluation of the models,
we discuss here how to ensure the reproducibility of our
results. The keras APIs run on top of TensorFlow and use
NumPy functions. Therefore, we set the random seeds for
both TensorFlow and NumPy. Furthermore, for all functions
with a random seed or a random state, we set their values.
Finally, we also enable the manual variable initialization for
the backend of keras.

In Table [I] the bold entries correspond to those models
generated with the above described methods, and whose
results are, therefore, reproducible. The other models require
retraining, and we leave that as part of future work, discussed
in the following Section. Due to the first level requiring
retraining to obtain reproducible results, the final accuracies
are not in bold in Table [

VI. CONCLUSION AND FUTURE WORK

In this work, we have demonstrated the training of models
to be used for hierarchical classification of instructions
executed on a processor based on collected EM traces. Our
proposed system design achieves high accuracies for all
levels (more than 90%) and good accuracies when chaining
the models together (more than 74%). For future work, the
first step would be to retrain all of the models to ensure
the reproducibility of their results. Based on our results,
we would also like to extend the models to cover all the
possible instructions of the RISC-V processor. This requires
collecting more traces, adapting the existing models and

training new ones for instructions whose classes were not
explored in this work (e.g. branch instructions).

Having all the models covering all possible code can be
followed by chaining the models and evaluating the accuracy
of our approach on more traces. In this case, the inference
code would take the trace, get its classification result from
the first classifier and based on it, forward it to one of the
classifiers at level 2. The result from level 2 would control
to which models at level 3 the trace is sent.

Finally, other methods have been proposed for time series
classification [9]]. Testing the same approach with other
techniques and comparing their accuracies, advantages and
disadvantages would be essential for the deployment of this
approach.
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