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Main research topics
2

l Image/video processing 
- Representation learning  
- Image analysis and classification 
- Immersive communications 

l Graph Signal Processing 
- Representation of structured data 
- Analysis of network data (computer, 

social, traffic, brain networks…)

S
oc

ia
l n

et
w

or
k 

da
ta

‘B
io

-in
sp

ire
d’

 e
go

-v
is

io
n

http://lts4.epfl.ch


EPFL – Signal Processing Laboratory (LTS4) 
http://lts4.epfl.ch

The rise of Deep Learning
l State-of-the-art classifiers achieve a surprisingly good 

accuracy on very challenging datasets. 
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ImageNet Large Scale Visual Recognition Challenge, IJCV 2015 http://blog.evjang.com/2017/01/nips2016.html
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Sample architecture: CNNs
4

raw pixels could not possibly distinguish the latter two, while putting 
the former two in the same category. This is why shallow classifiers 
require a good feature extractor that solves the selectivity–invariance 
dilemma — one that produces representations that are selective to 
the aspects of the image that are important for discrimination, but 
that are invariant to irrelevant aspects such as the pose of the animal. 
To make classifiers more powerful, one can use generic non-linear 
features, as with kernel methods20, but generic features such as those 
arising with the Gaussian kernel do not allow the learner to general-
ize well far from the training examples21. The conventional option is 
to hand design good feature extractors, which requires a consider-
able amount of engineering skill and domain expertise. But this can 
all be avoided if good features can be learned automatically using a 
general-purpose learning procedure. This is the key advantage of 
deep learning. 

A deep-learning architecture is a multilayer stack of simple mod-
ules, all (or most) of which are subject to learning, and many of which 
compute non-linear input–output mappings. Each module in the 
stack transforms its input to increase both the selectivity and the 
invariance of the representation. With multiple non-linear layers, say 
a depth of 5 to 20, a system can implement extremely intricate func-
tions of its inputs that are simultaneously sensitive to minute details 
— distinguishing Samoyeds from white wolves — and insensitive to 
large irrelevant variations such as the background, pose, lighting and 
surrounding objects. 

Backpropagation to train multilayer architectures 
From the earliest days of pattern recognition22,23, the aim of research-
ers has been to replace hand-engineered features with trainable 
multilayer networks, but despite its simplicity, the solution was not 
widely understood until the mid 1980s. As it turns out, multilayer 
architectures can be trained by simple stochastic gradient descent. 
As long as the modules are relatively smooth functions of their inputs 
and of their internal weights, one can compute gradients using the 
backpropagation procedure. The idea that this could be done, and 
that it worked, was discovered independently by several different 
groups during the 1970s and 1980s24–27.  

The backpropagation procedure to compute the gradient of an 
objective function with respect to the weights of a multilayer stack 
of modules is nothing more than a practical application of the chain 

rule for derivatives. The key insight is that the derivative (or gradi-
ent) of the objective with respect to the input of a module can be 
computed by working backwards from the gradient with respect to 
the output of that module (or the input of the subsequent module) 
(Fig. 1). The backpropagation equation can be applied repeatedly to 
propagate gradients through all modules, starting from the output 
at the top (where the network produces its prediction) all the way to 
the bottom (where the external input is fed). Once these gradients 
have been computed, it is straightforward to compute the gradients 
with respect to the weights of each module. 

Many applications of deep learning use feedforward neural net-
work architectures (Fig. 1), which learn to map a fixed-size input 
(for example, an image) to a fixed-size output (for example, a prob-
ability for each of several categories). To go from one layer to the 
next, a set of units compute a weighted sum of their inputs from the 
previous layer and pass the result through a non-linear function. At 
present, the most popular non-linear function is the rectified linear 
unit (ReLU), which is simply the half-wave rectifier f(z) = max(z, 0). 
In past decades, neural nets used smoother non-linearities, such as 
tanh(z) or 1/(1 + exp(−z)), but the ReLU typically learns much faster 
in networks with many layers, allowing training of a deep supervised 
network without unsupervised pre-training28. Units that are not in 
the input or output layer are conventionally called hidden units. The 
hidden layers can be seen as distorting the input in a non-linear way 
so that categories become linearly separable by the last layer (Fig. 1). 

In the late 1990s, neural nets and backpropagation were largely 
forsaken by the machine-learning community and ignored by the 
computer-vision and speech-recognition communities. It was widely 
thought that learning useful, multistage, feature extractors with lit-
tle prior knowledge was infeasible. In particular, it was commonly 
thought that simple gradient descent would get trapped in poor local 
minima — weight configurations for which no small change would 
reduce the average error. 

In practice, poor local minima are rarely a problem with large net-
works. Regardless of the initial conditions, the system nearly always 
reaches solutions of very similar quality. Recent theoretical and 
empirical results strongly suggest that local minima are not a serious 
issue in general. Instead, the landscape is packed with a combinato-
rially large number of saddle points where the gradient is zero, and 
the surface curves up in most dimensions and curves down in the 

Figure 2 | Inside a convolutional network. The outputs (not the filters) 
of each layer (horizontally) of a typical convolutional network architecture 
applied to the image of a Samoyed dog (bottom left; and RGB (red, green, 
blue) inputs, bottom right). Each rectangular image is a feature map 

corresponding to the output for one of the learned features, detected at each 
of the image positions. Information flows bottom up, with lower-level features 
acting as oriented edge detectors, and a score is computed for each image class 
in output. ReLU, rectified linear unit.

Red Green Blue

Samoyed (16); Papillon (5.7); Pomeranian (2.7); Arctic fox (1.0); Eskimo dog (0.6); white wolf (0.4); Siberian husky (0.4)

Convolutions and ReLU

Max pooling

Max pooling

Convolutions and ReLU

Convolutions and ReLU
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Figure from: Deep learning, Yann LeCun, Yoshua Bengio and Geoffrey Hinton, Nature, May 2015
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Are we done?
l Deep Learning is very popular and very successful 
- state-the-art-results in several tasks (speech, vision) 

l But deep learning     deep understanding 
- proper design is often an art… 
- training data / computing power is not always available

5

6=

Need for in-depth study of classifiers’ performance! 
- better understanding of current classifiers 
- design of better systems (?)
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Motivating examples
6

“1” “7”

“car” “airplane”

“whale” “turtle”

Any visible difference between the left and right columns?

http://lts4.epfl.ch
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Further examples
7

Example 2 - ImageNet, locally a�ne transformations

VGG-CNN-S VGG-16
Goldfinch GoldfinchBee eater Goldfinch

VGG-19 GoogleNet
Goldfinch

Gyromitra HenHen CockHen

Kite Vulture Vulture Vulture Vulture

White wolf Arctic fox Samoyed Arctic fox Samoyed

Lampshade Sea slug Necklace Soap dispenser Goblet

Original image

31

Example 3 - Face recognition, occlusions

32

Locally affine transformations

Small occlusions
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Agenda

l Intriguing properties of adversarial noise (recall) 
l Robustness to random and semi-random noise 
l Vulnerability to universal perturbations

8

Alhussein Fawzi 
EPFL/UCLA

Omar Fawzi 
ENS Lyon

Seyed-Mohsen Moosavi-Dezfooli 
EPFL
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Noise 1: Adversarial
9

School bus OstrichPerturbation

Szegedy et. al., Intriguing properties of neural networks, ICLR 2014.

l Adversarial noise: smallest additive perturbation that 
changes the classifier’s label 
- State-of-the-art deep nets have been shown to be surprisingly 

unstable to such data-specific perturbations  

http://lts4.epfl.ch
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Adversarial robustness
10

r∗( )x

x x

Random noiseAdversarial noise

min

r
krk2 subject to

ˆ

k(x+ r) 6= ˆ

k(x) min

t
|t| subject to ˆ

k(x+ t[v]) 6= ˆ

k(x)

[v] uniformly sampled from Sd�1
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DeepFool algorithm
l Effective computation of adversarial robustness 
- Simple idea: iterative linearization of the decision boundaries

11

DeepFool: a simple and accurate method to fool deep neural networks  
Seyed-Mohsen Moosavi-Dezfooli, Alhussein Fawzi and Pascal Frossard 
IEEE CVPR, Las Vegas, Nevada, June 2016.

“whale

“turtle r⇤

x+ r

⇤

x

http://lts4.epfl.ch
http://arxiv.org/pdf/1511.04599v1.pdf
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Classifiers are really not robust!
12
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DEEPFOOL: A SIMPLE AND ACCURATE METHOD TO FOOL DEEP NEURAL NETWORKS
SEYED-MOHSEN MOOSAVI-DEZFOOLI, ALHUSSEIN FAWZI, PASCAL FROSSARD

SIGNAL PROCESSING LABORATORY (LTS4), EPFL, LAUSANNE, SWITZERLAND

ADVERSARIAL PERTURBATION
Deep Neural Networks (DNN) have achieved state-of-the-art perfor-
mance in visual tasks.

They have been shown to be not robust to small well-sought perturba-
tions called adversarial perturbations.

Motivation: An accurate and fast method to find adversarial perturba-
tions would be beneficial to

• understand how deep networks work or what they actually learn,

• compare adversarial robustness of deep networks quantitatively,

• improve robustness of deep networks.

DeepFool: We propose a fast yet accurate enough method to generate such
perturbations.

PREVIOUS WORK

(Szegedy et al., 2014) a box-constrained optimization problem
to find adversarial perturbations.

(Goodfellow et al., 2015) fast gradient sign method inspired
by the “linear” nature of DNNs.

(Sabour et al., 2016) guided adversarial examples.

PROBLEM SETTING
Given an image x, an adversarial perturbation r is defined as

�(x0;
ˆk) := min

r

krk2 subject to ˆk(x0 + r) 6= ˆk(x0),

where ˆk(x) is the estimated label. Small values of �(x0;
ˆk) imply imper-

ceptibility.

We define the average robustness as

⇢adv(ˆk) = E
x

�(x;

ˆk)

kxk2
.

r⇤( )x0

�
(
x

0 ; f
)

x0k̂(x0)
Fk

k̂(x0 + r⇤) = k

Define Fk = {x : fk(x) � fk̂(x0)
(x0) = 0}, where fk(x) is the output of

f(x) that corresponds to the kth class and we have ˆk(x) = argmaxk fk(x).

DEEPFOOL

Linear case
For a linear classifier f(x) = W>

x+ b,

r⇤(x0) := �
f(x0)

kwk22
w.

General case
Main idea: iteratively linearizing the classifier f .

Algorithm 1 DeepFool: multi-class case

1: input: Image x, classifier f .
2: output: Perturbation ˆ

r.
3: Initialize x0  x, i 0.
4: while ˆk(xi) =

ˆk(x0) do
5: for k 6= ˆk(x0) do
6: w

0
k  rfk(xi)�rfk̂(x0)

(xi)

7: f 0
k  fk(xi)� fk̂(x0)

(xi)

8: end for
9: ˆl argmink 6=k̂(x0)

|f 0
k|

kw0
kk2

10: ri  
|f 0

l̂ |
kw0

l̂
k2
2
w

0
l̂

11: xi+1  xi + ri

12: i i+ 1

13: end while
14: return ˆ

r =

P
i ri

• Average number of steps = 2, performing a single step (no matter how
large) fails almost 50% of times.

• The method can be generalized to estimate perturbations with minimum
lp norm, p � 1.

ROBUSTNESS OF DEEP NETWORKS

Estimation of ⇢adv based on test data:

Classifier Test error ⇢̂adv (DF) ⇢̂adv (FGS)

LeNet (MNIST) 1% 2.0⇥ 10�1 1.0

FC 500-150-10 (MNIST) 1.7% 1.1⇥ 10�1 3.9⇥ 10�1

NIN (CIFAR-10) 11.5% 2.3⇥ 10�2 1.2⇥ 10�1

LeNet (CIFAR-10) 22.6% 3.0⇥ 10�2 1.3⇥ 10�1

CaffeNet (ILSVRC2012) 42.6% 2.7⇥ 10�3 3.5⇥ 10�2

GoogLeNet (ILSVRC2012) 31.3% 1.9⇥ 10�3 4.7⇥ 10�2

• DeepFool finds much smaller perturbations.

• Adversarial robustness does not necessarily increase with the com-
plexity of architectures.

• The higher the dimension of data, the lower the adversarial robust-
ness.

DeepFool (DF) vs fast gradient sign method (FGS)

• Overly perturbed images can visually look like another class:

↵ = 1 ↵ = 2 ↵ = 3 ↵ = 4

ADVERSARIAL TRAINING
Adversarial training: fine-tuning on adversarial examples.

Goal: improving robustness of DNNs.
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Clean

(a) LeNet (MNIST)

0 1 2 3 4 5
Number of extra epochs

0.025
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0.035
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ρ̂
a
d
v

DeepFool
Fast gradient sign
Clean

(b) NiN (CIFAR-10)

Classifier DF FGS Clean

LeNet (MNIST) 0.8% 4.4% 1%

FC500-150-10 (MNIST) 1.5% 4.9% 1.7%

NIN (CIFAR-10) 11.2% 21.2% 11.5%

LeNet (CIFAR-10) 20.0% 28.6% 22.6%

• Performing extra epochs on one set of adversarial examples can improve
robustness significantly.

• The accuracy is marginally increased.

0 1 2 3 4 5
Number of extra epochs

0.05

0.1

0.15

0.2

0.25

0.3

ρ̂
a
d
v

α = 1
α = 2
α = 3

• Adversarial training on overly perturbed images can decrease robust-
ness.

CONCLUSION

An efficient and accurate enough way to evaluate robustness of classi-
fiers,

building more robust classifiers via adversarial training,
imprecise methods might lead to wrong conclusions.
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[18] Szegedy:ICLR2014

[4] Goodfellow:ICLR 2015
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Noise 2: semi-random
l We introduce the semi-random noise regime 

- where    is a randomly chosen subspace of dimension  

l Semi-random noise interpolates between random and 
adversarial noise. 

13

random adversarialsemi-random

Robustness of classifiers to random and semi-random noise  
Seyed-Mohsen Moosavi-Dezfooli, Alhussein Fawzi and Pascal Frossard 
NIPS, December 2016.

min

r2S
krk2 subject to

ˆ

k(x+ r) 6= ˆ

k(x)

m  dS

http://lts4.epfl.ch
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Let    be a random subspace of dimension    . For affine 
classifiers, we have  

Robustness to semi-random noise
14

kr⇤Sk2 = ⇥

 r
d

m
kr⇤k2

!

S m

with high probability. 

Provided the curvature of the decision boundary of the 
classifier is sufficiently small, the above result holds for 
non-linear classifiers too.

Theorem 1

Theorem 2

http://lts4.epfl.ch
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l Special case A:   
- Robustness to random noise      Robustness to adversarial noise 

l Special case B: 
- Robustness to semi- random noise      Rob. to adversarial noise

Theorem’s implication
15

m = 1

⇥✏�1/2

⇡

m = ✏d

⇥
p
d

What about the robustness to random noise?

We precisely quantify the robustness of classifiers to random noise.

random noise magnitude�rand

We show that for a large family of classifiers, we have

�
rand

= ⇥(
p
d�

adv

) w.h.p. where d is the data dimension.

In high dimensional problems, linear classifiers are much more
robust to random noise than adversarial noise!

6

⇡

CNNs are also vulnerable to semi-random noise!

http://lts4.epfl.ch
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Experimental validation
16

Note that A is independent of S, and depends only on d, m and �. Moreover, the constants in (5)178

were chosen for simplicity of exposition.179

Assuming a curvature constraint only on the close enough classes, the following result establishes a180

simplified relation between kr⇤Sk2 and kr⇤k2.181

Corollary 1. Let S be a random m-dimensional subspace of Rd. Assume that, for all k /2 A, we182

have183

(Bk)krkk2  0.2

⇣2(m, �)

m

d

(6)

Then, we have184

0.65

p
⇣1(m, �)

r
d

m

 kr⇤Sk2
kr⇤k2

 1.45

p
⇣2(m, �)

r
d

m

(7)

with probability larger than 1� 5(L+ 2)�.185

Under the curvature condition in (6) on the boundaries between ˆ

k(x0) and classes in A

c, our result186

shows that the robustness to random and semi-random noise exhibits the same behaviour observed for187

linear classifiers in Theorem 1. In particular, kr⇤Sk2 is precisely related to the distance to the closest188

boundary kr⇤k2 by a
p

d
/m factor. In the random regime (m = 1), this factor becomes

p
d, and189

shows that in high dimensional classification problems, classifiers with sufficiently flat boundaries are190

robust to random noise. More precisely, adding sufficiently small random noise will not change the191

label of the image, even if the classifier is close to the boundary (i.e., kr⇤k2 is small). However, in the192

semi-random regime where worst-case perturbation is found on random subspaces of dimension m,193

the
p

d
/m factor might not be enough to achieve robustness even in cases where m is taken as a tiny194

fraction of d (e.g., m = 0.01d). In other words, if a classifier is highly vulnerable to the worst-case195

noise (m = d), then it may be also vulnerable to semi-random perturbations even for small values of196

m.197

It is important to note that the curvature condition in (6) is not an assumption on the global curvature198

of the decision boundary, but rather an assumption on the decision boundary of two classes. The199

distinction here is significant, as junction points where two decision boundaries meet might actually200

have a very large curvature (see experimental section), and the curvature condition in (6) typically201

does not hold for this global curvature definition.202

Another interesting implication of the constraint in Corollary 1 is that a classifier should have both203

sufficiently large kr⇤k2 or sufficiently curved decision boundaries in order to achieve robustness204

in semi-random regimes. In the next section, we provide estimates of the quantity of interest205

(Bk)krkk2 for different classifiers.206

4 Experiments207

We now evaluate the robustness of different image classifiers to random and semi-random pertur-208

bations, and assess the accuracy of our bounds on various datasets and state-of-the-art classifiers.209

Specifically, our theoretical results show that the robustness kr⇤Sk2 of classifiers satisfying the210

curvature property precisely behaves as
p

d
/mkr⇤k2. We first check the accuracy of these re-211

sults in different classification settings. For a given classifier f and dimensionality m, we define212

�(f ;m) =

p
m
/d

1
|D|

P
x2D

kr⇤
S(x)k2

kr⇤(x))k2
, where S is chosen randomly for each sample x and D de-213

notes the test set. This quantity provides indication to the accuracy of our
p

d
/mkr⇤k2 estimate of214

robustness, and should ideally be equal to 1 (for sufficiently large m). Since � is a random quantity215

(because of S), we report both its mean and standard deviation for different networks in Table 1. It216

should be noted that finding r

⇤
S and r

⇤ involves solving the optimization problem in (1). We have217

used a similar approach to [13] to find subspace minimal perturbations. For each network, we have218

estimated the expectation by averaging over this ratio for 1000 random samples, with S also chosen219

randomly for each sample.220

Observe that � is suprisingly close to 1, even when m is a small fraction of d. This shows that221

Theorem 2 provides a very accurate estimate of the robustness to semi-random noise. We visualize222

the robustness to random noise, semi-random noise (with m = 10) and worst-case perturbations on a223

6

We measure robustness with DeepFool, and compute a 
normalised metric:

Robustness of classifiers beyond random noise 10 / 30 ,

Experimental validation (Cont’d)

• To verify this result, we compute

�(f ;m) =
p

m

/d

1

|D |
X

x2D

kr⇤S(x)k2
kr⇤(x)k2

.

m/d

Classifier 1 1/4 1/16 1/36 1/64 1/100

LeNet (MNIST) 1.00 1.00 ± 0.06 1.01 ± 0.12 1.03 ± 0.20 1.01 ± 0.26 1.05 ± 0.34
LeNet (CIFAR-10) 1.00 1.01 ± 0.03 1.02 ± 0.07 1.04 ± 0.10 1.06 ± 0.14 1.10 ± 0.19
VGG-F (ImageNet) 1.00 1.00 ± 0.01 1.02 ± 0.02 1.03 ± 0.04 1.03 ± 0.05 1.04 ± 0.06
VGG-19 (ImageNet) 1.00 1.00 ± 0.01 1.02 ± 0.03 1.02 ± 0.05 1.03 ± 0.06 1.04 ± 0.08

• Our quantitative results provide a very accurate estimate of the
robustness to semi-random noise!

,
,

EPFL - Signal Processing Laboratory (LTS4) ,LTS
4 ,

Our quantitative results provide a very accurate 
estimate of the robustness to semi-random noise! 

http://lts4.epfl.ch
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Why does it work so well?
l Robustness results hold for 

small curvature 
l Curvature seems indeed 

small in CNNs 
- Two-dimensional cross-sections 

of classifiers’ boundary:

17

Class 1

Class 2p

-100 -50 0 50 100 150

-2

-1

0

1

2

x0

B 2
B 1

-5 0 5-1

-0.5

0

0.5

x0

B 1

B 2
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Visual examples
18

Cauliflower

Original

Artichoke

Random
(perceptible noise)

Artichoke

Semi-random (m=10)
(imperceptible noise)

Artichoke

Adversarial
(imperceptible noise)

http://lts4.epfl.ch
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Application (?): Hiding messages
19

What about the robustness to other noise regimes?

Hiding a message in the noise.

Flowerplant Structured noise Pineapple

8

l Random positions and scales of “NIPS”, “SPAIN” and “2016” 
-     = span{random positions and scales of “NIPS”, “SPAIN”, “2016”}.  
- Colors determined in an adversarial way. 
S

http://lts4.epfl.ch
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What did we learn so far?
l A semi-random noise regime can interpolate between 

random and adversarial noise 
- Blessing of dimensionality for robustness to random noise 

l Even for a very small     , state-of-the-art classifiers are 
not robust. 
- Experimental results suggest that such classifiers have very flat 

decision boundaries. 
- We only need to know the classifier in the low-dim. subspace!!

20

m

Could it be worse?

http://lts4.epfl.ch
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Noise 3: Universal
21

Flagpole

Joystick Chihuahua

Labrador 

TerrierBalloon

Is there any single (universal) quasi-imperceptible 
perturbation that leads to misclassify all images w.h.p?

Yes! (suprisingly enough!)

Universal adversarial perturbations  
Seyed-Mohsen Moosavi-Dezfooli, Alhussein Fawzi, Omar Fawzi and Pascal Frossard 
Submitted to IEEE CVPR, December 2017.

http://lts4.epfl.ch
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Universal perturbations
l Our objective: Given    the distribution of natural 

images in      and     the classification function, find a 
small    such that                            for most natural 
images. 

l More formally:

22

µ
k̂

v
k̂(x+ v) 6= k̂(x)

kvkp  ⇠

P
x⇠µ

⇣
k̂(x+ v) 6= k̂(x)

⌘
� 1� �

Rd

Find    such that:v
1.

2.

http://lts4.epfl.ch
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Computing universal perturbations
l We compute perturbations by summing up perturbations 

for a subset of training samples

23

X = {x1, . . . , xm}

http://lts4.epfl.ch
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Iterative algorithm
24Robustness of classifiers beyond random noise 29 / 30 ,

Computing universal perturbations (Cont’d)

1: Initialize v  0.
2: while the proportion of fooled images in X is  1� � do

3: for each datapoint x
i

2 X do

4: if v does not fool x
i

then

5: Step 1. Compute perturbation increment.

�v

i

 argmin
r

krk2 s.t. k̂(x
i

+ v + r) 6= k̂(x
i

).

6: Step 2. Project the updated perturbation

v  Projection of v +�v

i

on the `

p

ball of radius ⇠.

7: end if

8: end for

9: end while

,
,

EPFL - Signal Processing Laboratory (LTS4) ,LTS
4 ,

DeepFool
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Robustness of Deep Nets
l Experiments on state-of-the-art deep nets 
- We set                     training images from the ILSVRC 2012 data set. 
- We pick    to guarantee that the perturbation is quasi-imperceptible, 

when added to the image. 
- We then evaluate the perturbation    on the validation set (images not 

in the set     ).

25

Robustness of classifiers beyond random noise 17 / 30 ,

Robustness of state-of-the-art deep neural

networks

• We set X = 10,000 training images from the ILSVRC 2012 data set.
• We set ⇠ to guarantee that the perturbation is quasi-imperceptible,

when added to the image.
• We then evaluate the perturbation v on the validation set (images

not in the set X).

Rate of images that are fooled, for different networks.

CaffeNet VGG-F VGG-16 VGG-19 GoogLeNet ResNet-152

Val. 93.3% 93.7% 78.3% 77.8% 78.9% 84.0%

,
,

EPFL - Signal Processing Laboratory (LTS4) ,LTS
4 ,

X = 10, 000

⇠

v
X

Rate of images that are fooled, for different networks. 
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Hard to convince?
26

wool Indian elephant African grey

running shoehippopotamusIndian elephant pillow

triceratops
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More examples…
27

fox squirrel

grey fox

pot

macaw

Arabian camel

three-toed sloth
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Sample perturbations
28

CaffeNet VGG-F VGG-16

VGG-19 GoogLeNet ResNet-152
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Doubly universal perturbations
29

Robustness of classifiers beyond random noise 21 / 30 ,

Doubly universal perturbations

To which extent universal perturbations computed for a specific
architecture are also valid for another architecture?

VGG-F CaffeNet GoogLeNet VGG-16 VGG-19 ResNet-152

VGG-F 93.7% 71.8% 48.4% 42.1% 42.1% 47.4 %
CaffeNet 74.0% 93.3% 47.7% 39.9% 39.9% 48.0%
GoogLeNet 46.2% 43.8% 78.9% 39.2% 39.8% 45.5%
VGG-16 63.4% 55.8% 56.5% 78.3% 73.1% 63.4%
VGG-19 64.0% 57.2% 53.6% 73.5% 77.8% 58.0%
ResNet-152 46.3% 46.3% 50.5% 47.0% 45.5% 84.0%

Universal perturbations also generalize well across different neural
networks.
=) doubly universal perturbations!

,
,

EPFL - Signal Processing Laboratory (LTS4) ,LTS
4 ,

Universal perturbations actually generalize 
surprisingly well across different neural networks!

They are doubly universal (wrt data and network)…

http://lts4.epfl.ch
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Feedbacking
l One can try to improve robustness by feedbacking 

l Only mild improvement in robustness :(

30

p = 0.5
Batch Perturbed batch

Backprop
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No unique solution

Universal perturbations are far from unique: there exist 
many directions that cause classifier to misclassify.

31

Round 0 Round 1 Round 2 Round 3
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Effect of perturbations
l Visualisation with a graph whose vertices = labels 
- Directed edge                   : the majority of images of class   are 

fooled into label 

32
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Existence of dominant ‘wrong’ labels!
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First explanations…
l Geometric correlations between 

regions of the decision boundary 
- Define the matrix of normal vectors to the 

decision boundary in the vicinity of    natural 
images. 

l Existence of a low-dimensional 
subspace containing most normal 
vectors 

l Universal perturbations belong to 
this subspace of normal vectors
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Insights from universal noise

l State-of-the-art deep nets are not robust to universal (image-agnostic) 
perturbations. 

l These perturbations are doubly-universal, to some extent. 
l This suggests the existence of high correlation between different 

regions in the decision boundary of the classifier
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Why should we care?
l Such perturbations can be 

relatively straightforward to 
implement by adversaries 

l They may lead to a better 
understanding of the geometry of 
state-of-the-art classifiers. 
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Demo
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Conclusions
l Image analysis systems may have important limitations 
- Lack of robustness to perturbations (empirically and theoretically) 

l Future works 
- Fundamental limits on the robustness of deep nets  
- Methods to find adversarial perturbations using only limited 

knowledge of the classifier  
- Visualization of high dimensional decision boundaries 
- New architectures with improved robustness 

l More promising paths? 
- Better representation models? 
- Back to HVS inspirations?
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