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ABSTRACT

In recent years, processor customization has matured to be-
come a trusted way of achieving aggressive performance with
limited cost/energy in embedded applications. In particu-
lar, instruction set extensions (ISEs) have been proven very
effective in many cases. A large body of work exists today
on creating algorithms that can select efficient ISEs given
an application source code: ISE automation is paramount
for increasing the efficiency of design teams. In this paper
we show that an additional motivation to automate the ISE
process is to help algorithmic design: the availability of ISE
can have a dramatic impact on the effectiveness of differ-
ent algorithmic choices to implement identical or equivalent
functionality. Algorithm designers need fast feedbacks on
the ISE-ability of various algorithmic flavors. We use a case
study in elliptic curve (EC) cryptography to prove the fol-
lowing contributions: (1) ISE can reverse the relative inter-
est of different algorithm versions and (2) automatic ISE,
even without predicting speedups as precisely as detailed
simulation can, is able to show exactly the trends that the
algorithm designer should follow.

1. INTRODUCTION

One of the most successful ways to use processors for com-
plex programmable System-on-Chips (SoCs) is to take a ba-
sic processor architecture and modify it to suit better the
application-domain at hand. This opportunity for customi-
zation ranks among the most interesting differences between
general-purpose computing—where, to a very large extent,
compute power is the all-dominating parameter which drives
evolution in a single direction—and embedded computing—
where such one-fits-all strategy is not optimal: embedded
SoC design goals are much more articulated and may ex-
press some minimal level of performance as a design con-
straint and energy consumption or silicon real-estate as the
parameters to minimize.

If the generation from scratch of custom processors has
never been very practical, several customizable architectures
have now been on the market with some success |25} [13|
10], based on equally customizable tool chains. Roughly,
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Figure 1: Typical extensible processor with a five-
input three-output application-specific functional
unit.

these processor cores accept ISEs in the form of application-
specific functional units as shown in Figure [I] Various pro-
cessors differ in the number of operands they can supply in
a single cycle from the register file, in the number of results
they can write back to it, in the availability of memory ports,
and in the existence of architecturally visible registers in the
additional units.

A large body of work exists today on automating the pro-
cess of customization, e.g., on creating algorithms that can
select efficient ISEs given an embedded application source
code. While ISE has been seen so far essentially as an effi-
cient paradigm for embedded application acceleration, and
automatic ISE as a useful tool for fast and effective explo-
ration of architectural choices, in this paper we claim and
show that an additional motivation to automate the ISE
process is to help algorithmic design. In many application
areas, e.g., elliptic curve cryptography, different algorithmic
choices arise to implement identical or equivalent function-
ality, e.g., use of prime fields or binary fields for arithmetic.
The effectiveness of these options is typically evaluated on
standard microprocessors, while we claim that they should
be evaluated always bearing in mind the potentiality of ISE.
In fact, we show in this paper that availability of ISEs can
have a dramatic impact on the effectiveness of the different
application algorithms at choice, and that it can completely
redirect algorithm design. We also show that state of the art
algorithms for automatic ISE selection are able to show ex-
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Figure 2: Schoolbook and Comba multiplication.

actly the correct trends that the algorithm designer should
follow.

The rest of the paper is organized as follows: in Section [2]
and |3| we overview elliptic curve (EC) cryptography and its
underlying arithmetic operations. In Section @ we study
ISEs on different algorithmic flavors of EC cryptography,
and in Section [5| we measure and recognize that algorithm
importance is reversed in many real cases. We finally show
that classic automatic ISE algorithms can predict correctly
the same trends. Sectionmconcludes the paper and proposes
ways forward.

2. ELLIPTIC CURVE CRYPTOGRAPHY

Public-key cryptography is an integral part of virtually
all modern security protocols like SSL or IPSec [19]. The
recent years have seen a growing interest in elliptic curve
(EC) cryptography, a special variant of public-key cryptog-
raphy characterized by a good balance between security and
performance [4]: compared to their traditional counterparts
like RSA, EC systems can use much shorter keys (in the
range of 160-512 bits vs. 1024 and more) to guarantee a
certain level of security. Today, EC cryptography is well
on its way of becoming the de-facto standard for public-key
services on mobile devices [16].

From a mathematical point of view, EC systems operate
in the group of points of an EC defined over a finite field [4].
Several standard bodies recommend to use either a prime
field GF(p) or a binary field GF(2™) for the implementation
of EC cryptography. The elements of a prime field GF(p) are
nothing else than the integers 0,1,..., P — 1, whereas the
elements of a binary field GF(2™) are usually represented
by binary polynomials of degree up to m — 1. Efficient im-
plementation of the field arithmetic (in particular the field
multiplication) is crucial for the overall performance of an
EC cryptosystem. The arithmetic operations are very com-
putation-intensive since the operands have a length of > 160
bits. Moreover, certain arithmetic operations, such as the
multiplication in binary fields, are not very well supported
by general-purpose processors. This motivated a number
of micro-processor vendors to extend their instruction set
architectures by special instructions for efficient arithmetic

Algorithm 1: Schoolbook multiplication.

Input: A= (as—1,...,a1,a0) and B = (bs—1,...,b1,bo).
Output: Product Z = A-B = (225—1,-..,21,20).

1: Z—0

2: for ¢ from 0 by 1 to s — 1 do

3 w0

4 for j from 0 by 1 to s — 1 do
5 (u,v) «—a; by + ziy; +u

6: Zi4j <V

7:  end for

8  ziys—u

9: end for

10: return Z = (z25—1,...,21,20)

in finite fields; two familiar examples are SmartMIPS [21]
and the ARM SecurCore architecture [2].

3. ARITHMETIC ALGORITHMS

Formally, a finite field or Galois field can be described as
a finite set of elements on which two operations—generally
called addition and multiplication—are defined such that
the field axioms hold [17].

3.1 Multiplication in Prime Fields

The arithmetic in a prime field GF(p) is the conventional
modular arithmetic, i.e., addition and multiplication of in-
tegers modulo the prime P. However, the length of the
operands may exceed the wordsize of the processor by an
order of magnitude and long integers can be represented by
arrays of unsigned integers.

The following notation is used throughout this paper. Up-
percase letters represent field elements (long integers), while
lowercase letters, usually indexed, refer to the individual
words of a field element. We denote the bitlength of field
elements by n and the wordsize of the processor by w. Con-
sequently, an n-bit integer A can be written as

s—1
A:ZQ,LQZUJ :as_1.2(3*1)‘w+...+a1 .2w+a07
1=0

whereby s is the number of words [n/w] and all words a;
are in the range of 0 < a; < 2" — 1. For example, a 192-bit
integer A can be represented by an array of six words on a
32-bit processor, i.e., A = (as, a4, as,az, a1, ag).

The multiplication of elements of a prime field GF(p) is
performed in two steps: multiplication of two s-word inte-
gers A and B, yielding a 2s-word product, and reduction
of this product modulo the s-word prime P. The product
Z = A - B can be calculated by generation and addition of
partial products a; - b;:

s—1s—1 2s—1

Z =A-B = ZZa]bZQ(H'J)w _ Z Zk'?k‘w.
k=0

=0 i=0

There exist two different algorithms to realize such long in-
teger multiplication: the schoolbook multiplication [19] and
the Comba multiplication [8]. Both algorithms require ex-
actly s? single-precision multiplications for s-word operands,
but they differ in the order in which they process the partial
products and in the number of load/store operations.



Algorithm 2: Comba multiplication.

Algorithm 3: Shift-and-XOR multiplication.

Input: A= (as—1,...,a1,a0) and B = (bs—1,...,b1,bo).
Output: Product Z=A-B = (225—1,...,21,20).

1: (t,u,v) <0

2: for i from 0 by 1 to s — 1 do

3 for j from 0 by 1 to ¢ do

4 (t,u,v) — (t,u,v) +aj -bi—;

5 end for

6: 2z —w

70 veu, u—t, t—0

8: end for

9: for i from s by 1 to 2s — 2 do

10:  for jfromi—s+1byltos—1do

11: (t,u,v) — (t,u,v) +a; -bi—;j
12:  end for

13: 2z, «—wv

14: ve—wu, u—t, t<0

15: end for

16: z95_1 «— v

17: return Z = (225—1,...,21,20)

Schoolbook Multiplication

The schoolbook multiplication (Algorithm [I)) is essentially
the standard pencil-and-paper multiplication |19]. This al-
gorithm has a nested loop structure with a relatively sim-
ple inner loop that performs the bulk of computation. In
any iteration of the inner loop, an operation of the form
a - b+ z 4+ u is carried out, whereby a, b, z, and u are all w-
bit words. The tuple (u,v) denotes a 2w-bit quantity, i.e.,
(u,v) =u-2¥ 4+ v. It can be easily shown that the result of
a-b+ z+ u is always a 2w-bit quantity.

The inner loop is iterated exactly s? times, and hence the
number of (w X w)-bit (i.e., single-precision) multiplications
is also s2. Besides the single-precision multiplication and
additions, two load operations (for a; and z;1;) and one
store operation (for z;4;) take place in the inner loop. The
word b; is loaded in the outer loop and can be kept in a
general-purpose register.

Comba Multiplication

Comba multiplication, shown in Algorithm forms the
product Z = A- B by computing each word z; of the re-
sult Z at a time, starting with the least significant word zo.
Algorithm [2| contains two nested loops; the first calculates
the s least significant words of Z, while the second forms
the words zs to z2.—1. The differences to the schoolbook
algorithm are the order in which the partial products are
generated and that the store operations are deferred to the
outer loop. However, the number of single-precision multi-
plications is still s2. Comba’s method requires fewer memory
accesses since it writes a word of the result to memory only
after it has been completely calculated.

In each iteration of an inner loop, two single-precision
words are multiplied and the 2w-bit product a - b is accu-
mulated. This cumulative sum is held in the three single-
precision words ¢, u, and v, whereby the triple (¢, u,v) rep-
resents the quantity ¢-22% +u -2 +v. In summary, the
two inner loops of Comba multiplication are iterated s2
times cumulatively, and each iteration performs a multiply-
accumulate operation and loads two words from memory.
The store operations are performed in the outer loops.

3.2 Multiplication in Binary Fields

The binary extension field GF(2™) can be viewed as a vec-

Input: Binary polynomials a(t) and b(t) of degree m — 1.
Output: Product z(t) = a(t) ® b(t) of degree 2m — 2.

1: 2(t) <0

2: for ¢ from m — 1 by 1 downto 0 do
31 z2(t) —2(t) - t+alt) B;

4: end for
5

: return z(¢)

tor space of dimension m over GF(2). Consequently, there
exist m linearly independent elements, called a basis, such
that any element of GF(2™) can be written uniquely as a
linear combination of basis elements. In this paper, we shall
represent the elements of a binary extension field GF(2™)
by binary polynomials of degree up to m — 1, i.e.,

[

a(t) = Z ai tt = amer " a4+ o
i=0

with coefficients a; from the subfield GF(2) = {0,1}. For
example, the field GF(2®) has eight elements, which are the
following binary polynomials.

GF(2°) = {0,1,t,t + 1,£*, > + 1,t* + t,t° +t + 1}.

Any element a(t) € GF(2™) can be written as a bit-string
consisting of its m coefficients, i.e., a(t) = (@m—1, ..., @1, Qo).
The binary fields used in elliptic curve cryptography have a
degree of m > 160 and can be stored in arrays of s = [m/w]
words. In general, the word a; of a polynomial a(t) consists
of the w coefficients o.w, Qiw+1y «+ .y Qiwtw—1. We only
consider here one of the bases possible to represent binary
extension fields: the polynomial basis representation.

Shift-and-XOR Multiplication

Multiplication in GF(2™) involves multiplying the two field
elements (binary polynomials) together, yielding a binary
polynomial of degree 2m — 2, and then finding the residue
modulo the irreducible polynomial p(t). The standard algo-
rithm for multiplying two binary polynomials is the so-called
Shift-and-XOR method (shown in Algorithm [3)), which is
similar to the shift-and-add algorithm for the multiplication
of integers. Algorithm [3|forms the product z(t) = a(t) ® b(t)
by scanning the coefficients of the multiplier polynomial
b(t) from Bp—1 to Bo and adding the ordinary partial prod-
uct a(t) - B; to the intermediate result z(¢). Before adding
a(t) - Bi, the intermediate result z(¢) must be left-shifted by
1 bit. After m steps, z(t) is actually the product of a(t) and
b(t).

Despite Algorithm [J[s simplicity, the polynomials have
a very high degree and are stored in an array of single-
precision words. Shifting an array of words one bit to the
left is costly since, for any word z;, the most significant bit
(MSB) must be extracted before the shift operation, and
thereafter the MSB of the neighboring word z;—1 must be
set at the least significant bit (LSB) position of the word z;.
Furthermore, it must be considered that the shift-and-XOR
algorithm processes the multiplier-polynomial b(¢) one bit
at a time: the inner loop of an implementation of the algo-
rithm is iterated 32s” times if a single word consists of 32
coefficients.

Optimized variants of the classical shift-and-XOR, algo-
rithm, such as the left-to-right comb method, use look-up
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Figure 3: MIPS32 datapath with IU and MAC.

tables to reduce the number of shift and XOR operations
[18]. The table entries are multiples of a(t), which means
that the look-up table must be computed on the fly. This
makes it necessary to find a trade-off between the size of the
look-up table (and the cost for computing the table entries)
on the one hand and the speed-up achieved through table
look-ups on the other hand. Results from previous work (18,
14] indicate that the maximum performance is reached with
a look-up table containing 16 entries (i.e., 16 multiples of
a(t)). In this case, four coefficients of b(t) are processed at
a time, thereby reducing the number of loop iterations from
3252 to 8s.

Word-Level Multiplication

Virtually all modern processors provide instructions for a
(w X w)-bit multiplication of integers, but not for binary
polynomials. Some researchers proposed to emulate this
missing instruction in software with the help of shifts and
XORs [15]. This instruction, which we call MULGF2, emu-
lated in software or executed in hardware, makes it possible
to apply algorithms for long integer arithmetic, such as the
schoolbook or Comba multiplication |11].

4. |IMPLEMENTATION ON MIPS32

Typical software implementations of an EC cryptosystem
spend most of the execution time in the inner loop of the
field multiplication. Speeding up these critical code sections
(e.g., through hand-crafted assembly code or dedicated in-
struction set extensions) can result in a tremendous perfor-
mance gain. In the following we discuss the efficient imple-
mentation of diverse algorithms for field multiplication on a
MIPS32 processor assuming also the possibility of extending
the native instruction set.

The MIPS32 architecture is a superset of the MIPS I and
MIPS II instruction set architectures and incorporates new
instructions for standardized DSP operations like “multiply-
and-add” (MADD) |20]|. MIPS32 specifies the result of multiply
instructions, such as MULT and MULTU, to be placed into two
result accumulation registers, referenced by the names HI
and LO (see Figure |3). By using the MFHI (move from HI)
and MFLO (move from LO) instructions, these values can be
transferred to general-purpose registers. The multiply-and-
add (MADD) instruction multiplies two 32-bit words and adds
the product to the 64-bit concatenated values in the HI/LO
register pair. Then, the result is written back to HI/LO.

There exist a large number of processors compliant to the
MIPS32 architecture. We chose the MIPS32 4Km for our
performance evaluation because it contains a fast integer
multiplier, which is an important feature for cryptographic
applications. Main characteristics of the 4 Km are a 5-stage
pipeline with branch control and single-cycle execution for
most instructions, a multiply/accumulate (MAC) unit with

11: 1w $t0, 0($t1)  # load A[jl
addiu $t1, $t1, 4 # increment A pointer
multu $t0, $t4 # multiply A[j] by B[i]
1w $t2, 0($t3) # load Z[i+j]
maddu $t5, $t7 # add previous U to prod.
maddu $t2, $t7 # add Z[i+j] to product
addiu $t3, $t3, 4 # increment Z pointer
mflo $t6 # read V
mfhi $t5 # read U
sw $t6, -4(t3) # write V to Z[i+j]
bne $t1, $t8, 11 # branch to 11 if j != s

Figure 4: Inner loop of schoolbook multiplication.

a (32 x 16)-bit multiplier, and up to 16 kB of instruction
and data cache. The MAC unit has a separate pipeline that
works in parallel with the integer unit (IU) pipeline, but
does not stall when the IU pipeline stalls. Long-running
multiply instructions (i.e., multiply instructions which need
more than one cycle to complete) can be partially masked
by IU instructions.

4.1 Multiplication in Prime Fields

The execution time of a multiplication (or a squaring) in
a prime field GF(p) is proportional to s, whereby s is the
number of 32-bit words needed to store an element of the
field. Both the schoolbook and Comba’s algorithm execute
single-precision additions and multiplications in their inner
loops. However, the inner loop of the schoolbook algorithm
can be better optimized on MIPS32 processors.

Inner Loop of Schoolbook Multiplication

The inner loop of the schoolbook method (see Algorithm
performs an operation of the form a-b+ z 4+ u, whereby
all four operands are 32-bit words. However, it must be
considered that adding a 32-bit word to a 64-bit quantity
may produce a carry which needs to be processed properly,
and therefore the two additions are actually double-precision
additions. A recent whitepaper [5| by MIPS Technologies
recommends to use the MADDU instruction to add the 32-bit
words z and u to the 64-bit product. Figure [ illustrates a
highly-optimized assembly implementation of the inner loop
of the schoolbook method (see [5] for a detailed description).
In summary, a MIPS32 4Km processor executes the instruc-
tion sequence shown in Figure E| in 11 clock cycles, provided
that the load/store instructions hit the data cache.

Custom Instruction for Schoolbook Multiplication

The inner loop of the schoolbook method performs a single-
precision multiplication and two additions. Obviously, the
highest performance gain is achieved when all operations of
the inner loop are combined into one custom instruction,
which was first proposed in [9]. We call this custom in-
struction MADDL as in [12]. The multiply/accumulate unit of
a MIPS32 processor can be easily modified to provide the
extra functionality for this instruction. However, the modi-
fications may entail a slight increase in area and delay.

The availability of the MADDL instruction allows to simplify
the assembly code shown in Figure [d While the original
implementation consists of 11 instructions, the new version
with MADDL implements the same functionality with only 7
instructions (see [12] for further details).



11: 1w $t0, 0($t1)  # load A[j]
1w $t2, 0($t3) # load B[i-j]
addiu $t1, $t1, 4 # increment A pointer
maddu $t0, $t2 # (HI|LO)=(HI|LO)+A*B
addiu $t3, $t3, -4 # decrement B pointer
bne $t3, $t4, 11 # branch if j != i

Figure 5: Inner loop of Comba multiplication.

Inner Loop of Comba Multiplication

The inner loop of Comba’s multiplication technique, shown
in Algorithm [2| performs a “classical” multiply /accumulate
(MAC) operation, i.e., two 32-bit words are multiplied and
the product is added to a running sum. At a first glance, it
seems that the MADDU instruction provides exactly the func-
tionality needed to implement this operation. However, the
problem is that the accumulator and HI/LO register pair of a
standard MIPS32 core is only 64 bits wide, and thus the
MAC unit is not able to sum up several 64-bit products
without overflow and loss of precision. According to our
experiments, the inner loop of Comba’s algorithm can not
be executed in less than 18 clock cycles on a MIPS32 4Km
core. The 64-bit accumulator is a significant drawback for
the implementation of multiple-precision multiplication.

Custom Instruction for Comba Multiplication

All limitations of MIPS32 can be easily mitigated by tailor-
ing the MAC unit towards the needs of multiple-precision
arithmetic. The Comba algorithm requires a MAC unit with
a “wide” accumulator so that several 64-bit products can be
summed up without loss of precision. For instance, extend-
ing the accumulator by eight guard bits means that we can
accumulate up to 256 products, which is sufficient for EC
cryptography. Moreover, register HI must be able to accom-
modate 40 bits instead of 32. The extra hardware cost is
negligible, and a slightly longer critical path in the MAC
unit’s final adder is no concern for most applications.

On a MIPS32 processor with a “wide” accumulator, the
inner loop of Comba multiplication can be implemented as
shown in Figure The two ADDIU instructions, which do
simple pointer increments, can be used to fill load or branch
delay slots, respectively. Any iteration of the loop requires
only six clock cycles to complete, even on a MIPS32 core
with a (32 x 16)-bit multiplier, since an IU instruction can
be executed during the second cycle of the MADDU instruction.

4.2 Multiplication in Binary Fields

All performance-critical inner loop operations of the mul-
tiplication algorithms for binary polynomials execute only
four types of instructions: loads, stores, shifts and XORs.

Inner Loop of Shift-and-XOR Multiplication

The inner loop of Algorithm [3| performs simple operations
like loads, stores, shifts, and XORs on 32-bit words (see
[14] for for a detailed description). While the inner loop
operation is quite fast on MIPS32 processors (less than 10
cycles), the performance of the algorithm suffers from the
large number of iterations. The MIPS32 architecture has no
special features from which the inner loop operation could
profit. Therefore, a straightforward C implementation of the
inner loop reaches almost the same performance as hand-
crafted assembly code.

Custom Instruction for Shift-and-XOR Multiplication

The inner loop operation can be accelerated by combining a
shift and an XOR operation to a custom instruction. This
custom instruction is simply realized by passing one operand
of the XOR instruction through a barrel shifter, similar to
the ARM architecture. Using the custom instruction saves
two clock cycles in any iteration of the inner loop.

Inner Loop of Word-Level Multiplication

The word-level algorithms are adoptions of the schoolbook
and the Comba multiplication for binary polynomials. Both
have in common that their performance depends primarily
on the efficiency of the MULGF2 instruction. However, as
this instruction is not available on MIPS32 processors, it
must be emulated in software using shift and XOR instruc-
tions. Despite our best efforts, we were not able to reduce
the execution time of the MULGF2 operation to less than
190 cycles on a MIPS32 core.

Custom Instruction for Word-Level Multiplication

The obvious way to accelerate the word-level algorithm is to
implement the MULGF2 instruction in hardware, e.g., on a
dedicated polynomial multiplier. Another option is to equip
the processor with a so-called unified multiplier, which is a
multiplier that integrates the multiplication of both integers
and binary polynomials into the same datapath [24]. The
performance gain when MULGF?2 is executed in hardware
(instead of being emulated software) is tremendous, but this
is not surprising since the MULGF2 instruction takes only
one or two cycles in hardware, but 190 cycles when emulated
in software.

5. EXPERIMENTAL RESULTS

In order to evaluate the performance of the above imple-
mentations, we have simulated them with SimpleScalar, a
trace-driven instruction set simulator [6]. The SimpleScalar
tools support different architectures; one of these is PISA
(Portable Instruction Set Architecture), which is similar to
MIPS32. The main differences between PISA and MIPS32
are that PISA supports additional addressing modes, but
has no architectural delay slots. However, we have not
used any PISA-specific features which are not available in
MIPS32. We configured SimpleScalar to comply with the
characteristics of the MIPS32 4Km (i.e., single-issue inte-
ger unit with in-order execution). All algorithms have been
implemented with a comparable level of optimizations.

Besides the different algorithms for arithmetic operations
in prime and binary extension fields, we have also simulated
the execution time of a complete point multiplication. As
mentioned in Section [2] a point multiplication consists of
a sequence of arithmetic operations in the underlying finite
field and is the core operation of virtually all elliptic curve
cryptosystems. Therefore, we use the point multiplication
as a benchmark to compare the efficiency of the arithmetic
algorithms.

5.1 Prime Fields

Table [l summarizes the simulation results for the 192-bit
prime field GF (p) with P = 2'9% — 264 _ 1 as specified in the
NIST standard [22]. All timings are given in clock cycles and
have been achieved without loop unrolling (except for the
reduction operation). The point multiplication is realized



l Operation [ Schoolbook [ Comba ‘
Field mul. (conv. SW) 629 827
Field mul. (with ISE) 485 441
Point mul. (conv. SW) [ 2.16-10° 2.84-10°
Point mul. (with ISE) | 1.67 - 10° 1.47 - 10°

| Speed-up factor [ 1.29 [ 1.93 ‘

Table 1: Simulation results for a 192-bit prime field.

with Jacobian coordinates and a NAF representation of the
scalar (a detailed description can be found in [14]). For
the given operand length of 192 bits, a point multiplication
consists of 1,280 multiplications and 960 squarings in the
underlying finite field GF(p). Besides multiplications and
squarings, also other field operations like additions, subtrac-
tions, halvings, or inversions are carried out during a point
multiplication. However, the execution time of the point
multiplication is dominated by the field multiplications.

Conventional Software Implementation

Our simulations show that a 192-bit schoolbook multipli-
cation (including reduction modulo P) requires 629 clock
cycles on a standard MIPS32 processor with a (32 x 16)-bit
multiplier. Comba’s algorithm is approximately 30% slower
than the schoolbook method, which is the expected result
since the inner loop of Algorithm [I| executes in 11 clock cy-
cles, while the inner loop of Algorithm [2| requires 18 clock
cycles for a single iteration (see Section. A full point
multiplication executes in about 2.16 - 10 clock cycles when
the field multiplication/squaring is realized according to the
schoolbook algorithm. On the other hand, the point mul-
tiplication with Comba-like field arithmetic is significantly
slower, which reflects the relative performance figures from
the field multiplication. Thus, a standard MIPS32 processor
favors the schoolbook method over Comba’s algorithm.

Impact of Instruction Set Extensions

The relative performance of schoolbook and Comba multi-
plication changes when both algorithms are accelerated by
instruction set extensions. Table [l| shows the impact of the
MADDL instruction on the execution time of the schoolbook
multiplication. The number of cycles for a field multiplica-
tion is reduced from 629 to 485. Furthermore, the full scalar
multiplication is approximately 29% faster compared to the
conventional software implementation.

Thanks to the wide accumulator, a Comba multiplication
can be executed in 441 clock cycles (see Table , which
is almost twice as fast as the implementation with native
MIPS32 instructions. Also the full point multiplication is
accelerated by roughly the same factor. However, the most
important result is that the speed-up factor through instruc-
tion set extensions is much higher for the Comba algorithm
than for the schoolbook method. When executed on a stan-
dard MIPS32 processor, the Comba, algorithm is slower than
the schoolbook method. Contrarily, when both algorithms
are supported by custom instructions, the Comba algorithm
outperforms the schoolbook method. This is due to the fact
that the two algorithms execute a different number of store
instructions in their inner loops.

5.2 Binary Fields

Table [2| shows the simulation result for the binary exten-

l Operation [ Shift+XOR [ Word-level ‘
Field mul. (conv. SW) 2758 7848
Field mul. (with ISE) 2151 456
Point mul. (conv. SW) | 4.05-10° [ 10.42-10°
Point mul. (with ISE) | 3.28-10° 0.87 - 10°

| Speed-up factor [ 1.23 [ 11.97 ‘

Table 2: Simulation results for a 191-bit binary field.

sion field GF(2'°') with p(t) = 2'%* +¢° + 1 as irreducible
polynomial [1]. The point multiplication uses Lopez/Dahab
projective coordinates and is realized according Algorithm
3.40 in [14]. For a binary field of degree 191, the point multi-
plication requires to perform 1,156 field multiplications and
961 field squarings, as well as other operations. The overall
execution time of the point multiplication depends mainly
on the field multiplication since squaring is relatively cheap
in GF(2™).

Conventional Software Implementation

A field multiplication (including reduction) according to the
optimized shift-and-XOR method with a 16-entry look-up
table takes 2,758 cycles on a MIPS32 processor. The compu-
tation of the table entries consumes some 25% of the overall
execution time of a field multiplication. On the other hand,
the word-level algorithm using an emulated MULGF2 in-
struction is significantly slower, which is obvious when con-
sidering that a single MULGF2 operation requires 190 clock
cycles on MIPS32.

The overall execution time of the point multiplication in
GF(2'") is closely tied to the execution times of the field
multiplication. Our timings show that the optimized Shift-
and-XOR, algorithm outperforms the word-level algorithm
by a factor of more than three.

Impact of Instruction Set Extensions

Table [2] summarizes the timings for the polynomial arith-
metic operations. The custom instruction accelerates the
Shift-and-XOR multiplication by about 600 cycles, although
only two clock cycles are saved in the inner loop. This is
possible since the inner loop is iterated 8s? = 288 times. In
relative numbers, the custom instruction allows to achieve a
performance gain of roughly 25%. Unfortunately, there are
dependencies between the iterations of the inner loops which
enforce a sequential execution of the operations. Therefore,
it is not possible to further accelerate the Shift-and-XOR
method with custom instructions.

The speed-up obtained through hardware support for the
MULGF2 operation is also specified in Table 2 Executing
the MULGF2 instruction in hardware in one or two cycles
accelerates the word-level algorithm by a factor of as much
as 12 compared to a standard software implementation.

Another important result is that instruction set extensions
change the relative performance of the two algorithms. The
conventional software implementation of the word-level al-
gorithm with emulated MULGF?2 instruction is much slower
than the Shift-and-XOR algorithm. However, the situation
is completely different when MULGF2 is executed in hard-
ware. In this case, a field multiplication according to the
word-level algorithm is almost five times faster than the
Shift-and-XOR method.
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Figure 6: Relative performance of field types.

5.3 Analysis and Discussion

The simulation results given in Table [T] and 2] can be in-
terpreted as follows:

e In the prime field case, a software implementation us-
ing schoolbook multiplication is faster than the im-
plementation based on Comba’s algorithm. However,
when both algorithms are accelerated by custom in-
structions, Comba’s method shows better results than
the schoolbook technique.

e The algorithm that is typically used for software im-
plementation of polynomial multiplication (namely the
Shift-and-XOR, method or one of its optimized vari-
ants) can not be significantly accelerated with custom
instructions. On the other hand, the word-level algo-
rithm with MULGF2, which is completely inefficient
in software, achieves a 12-fold performance gain when
the MULGF2 instruction is implemented in hardware,
and becomes much faster than the Shift-and-XOR al-
gorithm with custom instructions.

e Instruction set extensions change the relative perfor-
mance between prime fields and binary extension fields.
When implemented in software, prime fields outper-
form binary fields. The main reason for the good per-
formance of prime fields is the fast (32 x 16)-bit inte-
ger multiplier of the MIPS32 4Km, which facilitates
long integer multiplication. On the other hand, when
a hardware/software co-design approach with instruc-
tion set extensions is employed, binary fields achieve
better results than prime fields. The by far slowest
configuration in software (binary field with word-level
algorithm) becomes the fastest configuration when cus-
tom instructions are available. Figure [f]illustrates the
relative performance of point multiplication.

6. AUTOMATIC EXPLORATION

The typical design flow for manual selection of ISE is as
follows: the designer takes the source code of the fastest
possible software implementation as starting point and tries
to identify the critical code sections. Thereafter, ISEs are
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ISE
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ISE
School-  compa Ly
book

m - [ﬁSE J

PrimeFields Binary Fields

Figure 7: Relative performance with AutoISE.

defined and evaluated with the goal to speed up these crit-
ical code sections. However, this approach is not viable
(i.e., leads to sub-optimal results) for application domains
where a number of different but equivalent implementation
options exist, e.g., different data structures or different algo-
rithms. Elliptic curve cryptography is a typical example of
such an application domain since there exist many different
algorithms for one and the same arithmetic operation, e.g.,
multiplication in a finite field. This calls for a systematic
approach to explore the algorithmic design space.

Devising ISE identification algorithms is an active research
discipline that attempts to automate the process outlined
above. Several algorithms have been presented in the past
years [3, (7,126, 23], and all aim at efficiently and quickly gen-
erating the best ISEs for a given application by automatic
analysis of the application source code. We have applied the
automatic ISE (AutoISE) generation technique proposed by
Atasu et al. 3] to the arithmetic algorithms for EC cryp-
tography from Section[3] The AutoISE tool allows selection
of any number of ISEs from an application source code, un-
der user-given micro-architectural constraints defining the
number of input and output ports that the chosen ISEs are
allowed to use. AutolSE uses a simple but effective estima-
tion of the speedup for selecting among millions of identified
ISEs. Table summarizes the achieved speed-up factors de-
pending on the number of input/output ports.

The relative performance numbers obtained through the
use of AutoISE for an I/O constraint of 3/2 are graphi-
cally represented in Figure [7]] The key point to observe is
that, even when using a very rough estimation model, the
results obtained through the automatic ISE tool are in good
agreement with those detailed in Section in particular,
the word-level algorithm for binary fields is accelerated by a

[ Arithmetic algorithm [ 2/1 [ 3/1[3/2]6/2 |
GF(p) Schoolbook 1.11 | 1.19 | 1.28 | 1.34
GF(p) Comba 1.11 | 1.13 | 1.21 | 1.21
GF(2™) Shift-and-XOR | 1.44 | 1.59 | 1.77 | 1.89
GF(2™) Word-level 2.02 | 2.17 | 5.14 | 5.48

Table 3: Speed-up factors achieved by automatic
ISE, for various I/O constraints.



much higher degree than the other algorithms. In a manual
ISE design flow, the word-level algorithm for GF(2™) would
likely be ignored due to its poor software performance. On
the other hand, automatic ISE tools reduce the risk of over-
looking a good candidate algorithm. It can predict trends
correctly and guide efficiently and effectively algorithm de-
signers, while screening them from architectural details.

We also point out that the results detailed in Section
have required several weeks of work, while the AutoISE tool
ran in fractions of seconds for all experiments. The results
of Table |3| confirm that automatic ISE tools can help an
algorithm designer to explore efficiently and quickly the al-
gorithmic design space.

7. CONCLUSIONS

In this paper we have shown that automatic instruction
set extension is not only a tool for boosting the perfor-
mance of embedded application execution, or for achieving
fast exploration of customized architecture solutions. An
additional motivation to automate the ISE process is to
help algorithmic design. Via a study based on elliptic curve
cryptography, we have shown that the availability of ISE
can have a dramatic impact on the effectiveness of differ-
ent algorithmic choices to implement identical functionality.
We have first made an accurate manual choice of ISEs for
different EC implementations, and have carefully measured
achieved speedup by simulation, using a detailed model of
the ISEs chosen. The study shows for the first time that
availability of ISE can reverse the relative interest of dif-
ferent algorithm versions. Furthermore, we have run an
automatic ISE tool and demonstrated that, even without
predicting speedups as precisely as detailed simulation can,
it is able to show exactly and in a matter of seconds the
correct trends that the algorithm designer should follow.
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