o(N)

Definition
For N € N we define ¢(N) = |Zy|.
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Recap: Rings

A set R is a ring if it has two binary operations, written as addition and mulfiplication, such that
foralla,b,c € R

R a+b=b+acR
R2) (a+b)+c=a+(b+c)
(R3) There exists an element0 € Rwitha +0 = a

(z, A 1s AR

ABeciAN Geovf

(R4) There exists an element —a € Rwith a+ (—a) =0

_ JTS gAY AST RV NP
®5) a(be) = (ab)e some e & eese
(R6) There exists an element 1 € Rwith1-a=a-1=a

(R7) a(b+ ¢) = ab+ acand (b + ¢)a = ba + ca.



Recap: Rings

Examples:
> Z HELE
> ZN (y. ¥a, \(K) + (3”\1“ ‘31) (! Wh, 0 X "\311)
SICARLY Foll -4
> R X X R, where Ry, ..., R are rnings.

v

The set of n x n matrices over Z with the standard matrix addition and multiplication.

Lb (723) A ( )



Example of an easy ring-theorem

Theorem
Let R be aring, then for eachr € R one has

O-r=0=r-0.



Ring homomorphism

If Rand Ry are rings, a mapping  : R — R, is called a ring homomorphism if forall r, s € R:

M 9(r+s)—9( )+9()

= onT To RETARK .
@ () = 7)) v oo o S () Fotsows Teom
@) (1) = 1p,

Examples:

B > 1:2- Zn 1) = K R (0 uRyve xRy
@®& »g: Z—>Z><ZN 7(x) = (x, [{w) X - B

®6) m\ DAL - U] sl
[IHN= }:olNHr +§N+51M;LH{&\)

ANAT ¥ BN S (2),(3)F STILRLY easy

bR U horitioepyg

16 A RiNG HOMOMO RPHISY]



Chinese remainder theorem

EXArES
I,
Theorem 3= 1o bCS =y X
, \ , / - coPQlﬂ-é'
Suppose a and b are relatively prime integers. Then the map
Q= lo b:q
f: Za-b — Za X Zb /(m') < (4 6)

X|ap — (|X]|as X

[ ]ab ([ ]a [ ]b) //383 (3 %>
is a ring isomorphism, that is, a ring homomorphism that is also a bijection. 4 5
el fl13)<(s, )

\/6 PR N T 16 AN HompMoR Prstl :
iy @ 7 1) LR N,
AND o OLwAD] AN [y ﬂ}@ :[[y]a .\ES]’A 3
( HSIG H{&b) SINLALLY (W), (u) TFoLLow Tror LasT fA&E



Chinese remainder theorem

Theorem
Suppose a and b are relatively prime integers. Then the map

f: Za-b — Zaxzb

Moo — (Kolle)  Zaw  Zax7h

is a ring isomorphism, that is, a ring homomorphism that is also a bijection.
@ Sdow  THAT f 15 A DIBE CTION |,

ASI7/6) b’ gb IZ [ IZLI IT 15 £JOVGH To SHOW AT /ts Swe)EAL VG
LET(P/)é ZQ _7/-!; . As acp (a, 5) =1 = 1 X\Jéz 8¥*&735

Lo - [rox veby Ty, - T [ala - [oxsptaka - LebylasLo(1-20)a= £
Sifiaey, y [7],04»— &



o(+) is multiplicative

Tes ’A Lo 2
Corollary
Ifa,b € N andged(a, b) = 1, then ¢(a - b) = ¢(a) - ¢(b).
h 3

* 7’3"74‘:
o . L 2
blab) -(Z3,), $6)-| 7, $(b) 47, } T

A BOECTN BLTHES

LU'\:X e zﬁb -T‘m,\n X € 7(:),5 L 394( xl’eb)=; %b s Z;JLZ\:
! 3%’ x-y, £ \mo
@ 16 Py« {xg)= 1) - (4)
=D :z A3 qnl“\wcns€ W 7[: \U’Mlé ,((x),(;g,,(z>
s x4 €25, % < -Z:

=b ‘72,{35\.‘\7/;]'\75\ D




¢(+) and factoring

Corollary
LetN = p{' - - - pg* be the factorization of N into distinct prime numbers p1, . . . , px. then

k

P> ('D(N) = ]___[(pi' - ]) 'piej_1
?? rGo =1

~pon * & o) |
(& N
bl - \7[;?"" - \{iJ%--'f:-"ﬁ’*’"*"“' w"""%'zf"‘““" 1 }5}/
S A e (g-)
ForwTs w6 SKfeeD o

. . e~
ESE N /2'?‘1": 'S ‘




S ] BoRr
ALicg WANTS To SED A MEssnge To so (@Ngsf, SuAE, ADLE 41)

RSA Bot  THEY XNOW THAT AL Tuey SAY WAy
< NT, —
St g WTER < e€TED Ry Lvg [factd DlapiTars
. \_’__‘.—/\
» Generates large (4000 bits) primes p and g ST —  — ? WE WL S€6 LATER
» Computes N =p- g.
>

Selects encrypfion exponent e such that ged(e, ¢(N)) = 1 ~s ExTevoee EuliDéan  Alc,

Public key: (N, e) (p-1Y 741)
Alice:
Ve lyeodY Lwow 5

» Converts message to bit-string m
(incivewe EvE) » FAsT robulen GxAwey T,

» Sends s = m° (mod N) to Bob
Bob:

» Computesy = e~ ' (mod ¢(N)) ——— & E£A
8 THT

v

» Computes s = m (mod N).



IF EVE KJEW Hoo To TAcToni2€ A NUIBREL, Tued |

RSA —6 stle eccoViRrs tq Feon N
=» sShe Lccovens  S(N)

Bob: =W s Recowcas Y =m SIE Lo s AND GET M RAcK,

» Generates large (4000 bits) primes pand g o T we pe NoT Kol ALGoliTans

» Computes N =p- q. To ‘Q'T'FlC'G‘nL';”F—AGTOLlK A NUNRER

» Selects encryption exponent e such that gcd(e, ¢(N)) = 1_

. WE NEED TOo feovNE 7.
> .
Public key: (Nv 9) & 9, Q,-lj. 4 + K CN) 14X (f-ﬂ C‘T‘D

Alice: Stz m Y2 m = m

(ASE 1! ?Y\m ]
Y le-Nl) = yo.1zwm mod P

— o = - ]
» Sends s = m° (mod N) to Bob $ ™ S ol o Efeﬂmr’j
Bob:

Limme  TwR.
» Computesy = e~

» Converts message to bit-string m

CASE L .?lm,sw Mecp
od @(N)) WD (C?)\{)E o =m moel.f

T BoTM As€S, £ _wmz0 wmodq. SIMILARLY S

= %oy 20 wod ({JjLN i

» Computes\s” = m (mod N))

9_m5° mo J7



Implementing RSA: Two guiding questions

A) How to recognize prime numbers? o aaLrry Teer

B) Are the prime numbers dense enough such that a random n-bit number is a prime with
reasonable probability?  Peing Nunie ru/ e RY SHEV TaR_

hod TO &GENERATE Tale Nunagns
_SELECT A L2avDon NunasL ANS  Crgck F T s e

F noT, L€0EaT.

foa Tuls AlGoRTdrn To WoLK, Wt NEe€d To  Aeswel
5, %) Ak



Primality tests

» Weak Fermat test Tugy Fool THe WAL teuamr TesT

T NoT TuE riuge-RABIN TEST
» Charmichael numbers Bo )
» The Miller-Rabin test ———— R AnoOTaED TEeTs

~ ARSWEL 15 AWIAYS werpc

NUTRER ¢ eeufc

- Rusaen (s weon& W

PeORABILITN |F  INPUT NOREL

1S Coﬂbsrr{:

1§ WPt

Ta  Boused

DETeenwisTic, EFICENT PertnaUTy TesT ExisTs
Laxks, zoob)



The weak Fermat test

» Input: N € N odd

» Assert: Composite or probably prime

» Choose a € {1,...,N — 1} uniformly at random
» Ifad¥"! (mod N) = 1 assert probably prime

> else assert composite

s PALways  'PeoBABLY Poin€,

1F N oo fave BY FLT THe Answer
T



Carmichael numbers

An odd composite number N € N is called Carmichael number if

Vae Zy: oV =1.
~—

Foo Au Thoss RV, Tre WFT s Fool®d



If N is not Carmichael

Theorem

Let N be an odd composite number that is not Carmichael, then the weak Fermat test asserts
probably prime with probability at most 1 / 2.

If the weak Fermat test is repeated i times, then the probability that it asserts probably prime in

all i rounds is at most 1/2'.
EXANY e s THAT TooLs

. Lt H= { 'Ae7["N . af‘" =t moAN} T T Feanat TeeT

LE. THAT fARE 17 AR3INEN
« AS N 1§ woTt CAMcupcy =D 6() H < 7:' (”Frwsam_y faing, EVEN \F

” > N s <onpos\
- 49 7ZH [EAS\] E-<-Eﬂ.c|s€:)
By %Lqee_aucfs Taconen , |H|1<1 77, | Foe soms vel :n-zf:ag—)»? tre
_p \H\=_é_l’l’;«154 IZ,\ < 2| SGTVF""” P|S'Fo°LE!>1$

L
L
AL Posside
&

serT ©F @ THAT wWiLL Fool a
THE AlGotiTun (08 wesT N



How do Carmichael numbers look like

Theorem
Every Camichael number N is of the form

N=pipx,

where the p; are distinct primes and (p — 1) | (N —1) fori=1,...,



