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The extended Euclidean algorithm

Modular arithmetic

Fast exponentiation +

Chinese remainder theorem and the Euler ¢-function
» RSA
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The extended Euclidean Algorithm

function exgcd(a,b)

Input: a,beNywitha>banda >0
Output: (gcd(a, b), x,y) with

ifb=0return (a,1,0)
else

Compute ¢, r e Nwitha=¢qg-b+r,0<r <b.

(d.x'.y") = exgcd(b,r)

return

Sugere WX . =>

o & IV, )W\' o th vo

n dXa by

T
Yon 'Scd~Cl1\\93 =
Y-mj“nl’h*‘l&em‘s

voof: 2o common duvisy of
a end o gloo diwdss

X-ara-lo ; xy el

=y gedla) & e L K
Lkvtmas Yo SWeb'  (puin (S oo
Commmmon divisyy ©f 6 awdb,
b W s v dxegeg bt Xy e, x-ary 21§
a= q-wm Ny Qe

1£vewm
& ¢

Ko vz a-gW = @- O\Ck-m—%-b\:ﬁb‘&*ﬁﬁ

U do v UMy punhwal . B



The extended Euclidean Algorithm = _Exere®: + 5

¥-(-2)+5:3=1 3= Ag+2z h
_/_—,./

-2, 13)

function exgcd(a.b) S= 22xA (a2

2= 2-A%¥0O (1, 0,4)
Input: a,beNywitha>banda >0 @i0d = (Ad4ioD
Output: (ged(a.b).x.y) with  ¥.ye2l e X-atlogc gedlao)

if b=0return (a,1,0) a=laron
e]_ se ceqectlays)

Compute ¢, r e Nwitha=¢qg-b+r,0<r <b. )
(d.x'.y')=exgcd(b.r) wewll = ¥-brg.e. cAZ o1 g (a-g %)
=yoax-g"q).
return (g, 4", x4 9) -



Analysis

Theorem
The extended Euclidean algorithm runs in time O(size(a) - size(b))
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» NeN,aeZ: [a]l ={xe€Z: N|(a-x)}
» Zy = ({[al: a € Z},®,0) is aring [0-1!5- ® Lk},
» Z, is (multiplicative) group of invertible elements.
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Theorem

a € Zy is invertible if and only if gcd(a, N) = 1.
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Computing the inverse Godtt

wa Kb, o-X 24 wod N
Given: ae Z, N e N Fena ®s
X0+ NV

Compute x, y € Z with gcd(a, N) = x-aly- N with extended Euclidean algorithm
If ged(a,N) # 1, thena ¢ Z,
Else: at = x
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Fast exponentiation

» Given: a,e,N e ¥
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» Task: Compute ¢ (mod N 02 =g vwou U,
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Fast exponentiation algorithm

function exp(a.e.N)

Gks e= Lo sl
Input: a,e,N € N e bas w
Output: he Nwithh=a° (mod N R
i ( : Bleammsy biowe O (sceece) ~Tl(5t'(-_¢({\n))

h = ]_,S:a n(“) fO(Ml) =7 O()\'u Co?- A2 (N\" >
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return h



Analysis

Theorem
Givena,e, N € N with0 < a < N, one can compute s € N with s = a° (mod N) in time
O(M(size(N)) - size(e)), where M(n) denotes the time required for n-bit multiplication.
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Definition *
For N € I we define ¢(N) = |Z;. ey =\l =4
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Chinese remainder theorem
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Suppose a and b are relatively piime integers. Then the map
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Chinese remainder theorem

Theorem
Suppose a and b are relatively prime integers. Then the map

f . Z’a-b - Z’a X Z’b
[X]lap = ([x]a. [x]6)
is a ring-isomorphism.
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Proof



o(-) is multiplicative

Corollary
Ifa,b € N and ged(a, b) = 1, then ¢(a - b) = p(a) - p(b).



¢(-) and factoring

Corollary
LetN = p}'---p;! be the factorization of N into distinct prime numbers p;. ... Pk, then

k
o) = [ |wi-1-p!
i=1



RSA

Bob:
» Generates large (512 bits) primes p and ¢
» Computes N =p - gq.
» Selects encryption exponent e such that ged(e, @(N)) = 1
» Public key: (N, e)
Alice:
» Converts message to bit-string m
» Sends s = m¢ (mod N) to Bob
Bob:
» Computes y = ¢~! (mod phi(N))
» Computes s* = m (mod N).



We used also Lagrange
Theorem
Let G be a finite group and H be a subgroup of G, then
\H| divides |Gl.
Corollary
Let (G, -) be a multiplicative group and x € G, then

X6 = 1,



