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What is D-Voting?

Frontend 
Production-Readiness 
Security Audit 

3 teams :
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 Front-end

Ahmed Elalamy, Ghita Tagemouati, Khadija Tagemouati
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Introduction
Form

Subject Rank Select Text
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Goals
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Goals

Usability
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Goals

Usability

Hint Individual results
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Goals

Usability Robustness
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Goals

Usability Robustness

Authorization mechanism
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Goals

Usability Robustness Accessibility
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Goals

Usability Robustness Accessibility

Internationalization
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Features 
& 

Implementations
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Authorization Mechanism
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Authorization Mechanism

How to make sure that only the form creator can manage it ?
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Authorization Mechanism




Roles
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Authorization Mechanism




Roles Policies
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Authorization Mechanism
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Authorization Mechanism
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Authorization Mechanism
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Authorization Mechanism
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Authorization Mechanism

More than sixty lines !
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Authorization Mechanism
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Authorization Mechanism

How to make sure that only the form creator can manage it ?
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Authorization Mechanism
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Translation &

internationalization

Extension of Front-end

functionalities
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Future Improvements
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Future Improvements

Improve programmers' experience



27



Future Improvements

Improve programmers' experience
Improve error handling
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Future Improvements

Improve programmers' experience
Improve error handling

Use a new authorization model
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Future Improvements

Improve programmers' experience
Improve error handling

Use a new authorization model
Make individual results only available to admins
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Production Readiness

Amine Benaziz, Albert Troussard
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Production readiness

Pre-Project Observations

Lack of testing in realistic conditions
 Need for refactoring
 Lack of documentation
 Need for more metrics 
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Production readiness

Goals
Usability Robustness Performance
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Production readiness

Usability

Script to quickly & easily set up the system
Minimized complexity & automated setup steps
 Easily maintain the system & make changes as needed

Running script
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Production readiness

Usability
SonarCloud: Code Analysis Platform
Code Coverage
Complexity
Bugs
Security Vulnerabilities
Identify areas that need testing & improvement

Code metrics
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Production readiness

Robustness

Review code & identify areas for improvement
Refactor code & reduce code smells
Improve codebase quality & ensure system security and reliability

Codebase quality
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Production readiness

Robustness

Fail-safe default mechanism based on Sciper numbers
Give rights to other users (admins/operators)
Improve security & ensure only authorized users have access

Authorization Mechanism
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Production readiness

Robustness

Verify system functioning correctly
Focus on backend of the system
Ensure system security & reliability

Unit Testing
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Production readiness

Robustness

Ensure system functioning correctly and components working together
Test different scenarios (crashing node, revote, null ballots)
Identify potential issues before they become serious problems

Integration Testing
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Production readiness

Robustness

Simulates real-world election from start to finish
Benchmarking system performance and reliability

Scenario Test
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Production readiness

Robustness
Time spent on each part of election aligned with expectations
Main flaw of scenario test is lack of realism - txn only sent when previous accepted,
takes time
Needed test to mimic real-life, when ballots can be sent to blockchain at any time

 Simulation of sending 100 ballots to 10 nodes
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Production readiness

Performance
Load testing




 Similar to the scenario test but more realistic.
 Difference is in the sending of transactions.
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Production readiness

Performance
Observation on the load test

The number of ballots the client perceived as being accepted did not
match the number of ballots that were actually added to the blockchain.
Investigation has to be done on the way transactions were handled



Previous Transaction System
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Timeout

Production readiness

Transaction mechanism
Issue

Client Proxy Pool

Transaction

NO

Blockchain
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New Transaction System
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Analysis
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Analysis
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Production readiness

Performance
Conclusion of the load test

Not all ballots sent are casted
number of transactions in the pool ≤ number of nodes
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Production readiness

Future work

More investigation on the issue
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Production readiness

Future work

More investigation on the issue
Proxy splitting to be resilient to DOS



😈

🤓

🤓

😈

😈

😈

😈

😈

😈
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Proxy splitting

Before
Clients

 proxy



😈

🤓

😈

🤓

😈

😈
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Production readiness

Proxy splitting
Clients

😈

😈

😈

Cheap authentification 
proxy  proxys
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Production readiness

Future work

More investigation on the issue
Proxy splitting to be resilient to DOS
Batch inclusion verification requests



Security audit

Chen Chang Lew (Zac)
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Achieving Security Properties

Authorization

Availability

Privacy

VerifiabilityIntegrity

Confidentaility



57

Plan for the semester
Improve product security

Define every security
boundaries Flow

Understand
Dvoting system

Define Threat
Model Add Basic security 

(snyk, security txt)

Investigation on
DKG and Shuffler 

Investigation on
smart contract

 Investigation on backend 

Investigation on
Frontend



Verifiability

Summarize

58

Create a Threat Model for D-voting
Apply security scanning tools SNYK (scan third-party libraries)
Add security txt (for researchers to report vulnerabilities)
Inspect the whole codebase (found 9 security issues and 11 tech debt)
Adding vote verifiability design and planning



Threat 5
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Didn't check for
the maximum

length of the form.



Threat 6
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Election not able
to review if anyone
submit a fake vote



Threat 7
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ShuffleThreshold
!= 

nbrSubmissions
Threshold

ShuffleThreshold > f



nbrSubmissionsThreshold > 2f



f = # of malicious node



Threat 8
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Logout will not
clear the sessions

in browser



Threat 9
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Only Admin and
operator can vote



Created Issue (Security)
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Created Issue (Tech Debt)
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Verifiability

66



Verifiability
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Election details

User xxx

User xxx

e46a22f8d4c8
855603b27e0
cdb22ae4118d

65f6acbd45ef
db13174f27ea
35c427e531fe



Future Work
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Conduct a review of Dela and Kyber crypto package to identify any
additional security risks because we assume them to be safe in the
security report.
Review and add more security measure tools for d-voting to ensure
that it meets current security best practices.
Conduct regular security assessments to identify and address any
new or emerging security threats.
Patch the security issues and technical debts.



Thanks for your 
time !
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