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OverviewOverview
Big Numbers?
Timing Attacks?
Go?
Safenum (Our Work)
Further Work
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Big NumbersBig Numbers
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Useful in CryptographyUseful in Cryptography
 (Natural Numbers)

 (Modular Arithmetic)
 (Prime Fields)
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RSARSA
Public key , encrypt  with:

 bits
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Too Big!Too Big!
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Elliptic Curve CryptographyElliptic Curve Cryptography
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Prime Fields!Prime Fields!

for example:

Somewhat big
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Implementation StrategiesImplementation Strategies
Hand-written implementation
Generated (e.g. FiatCrypto)
Dynamic (big.Int, our library)
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Implementations in TheoryImplementations in Theory
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Implementations in PracticeImplementations in Practice
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TimingTiming
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Guessing PasswordsGuessing Passwords
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Side-Channel OverviewSide-Channel Overview
Subtle Behavior:

Caches
Branch Prediction
Microcode Pipelines
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Further InformationFurther Information
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Threat ModelThreat Model
Loops leak the number of iterations
Memory accesses leak addresses
Branching leaks condition
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Constant-Time Computing BaseConstant-Time Computing Base
Addition +
Multiplication *
Logical Operations |, &, ^
Shifts <<, >>
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GoGo
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big.Intbig.Int
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Not Constant-TimeNot Constant-Time
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Why? Bad AlgorithmsWhy? Bad Algorithms
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Why? PaddingWhy? Padding
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in in go/cryptogo/crypto
Extensively in RSA, and DSA
ECC: Elliptic Curve interface uses big.Int
Only P384 uses big.Int for field arithmetic
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MitigationsMitigations
In RSA: blinding:

Instead of:

Calculate:
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There be Dragons?There be Dragons?

6 . 9



Our LibraryOur Library
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OperationsOperations
Modular addition, subtraction, exponentation,
etc.
Modular square roots
“Raw” addition and multiplication
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Constant-Time ChoiceConstant-Time Choice
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Performance: OperationsPerformance: Operations
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Performance: CryptographyPerformance: Cryptography
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Patching RSAPatching RSA
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TimelineTimeline
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The most important artifact?The most important artifact?
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Understanding!Understanding!
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Further WorkFurther Work
Verifying security properties
Improving performance: Assembly?
More scenarios: ECC, PQC?
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In SummaryIn Summary

We made an alternative to big.Int for
Cryptography.
It’s only 2x slower.
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