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=rrL. Control Plane: Results

Without Control Plane
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Name
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=rrL. Control Plane: Results
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Name

node_24
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node_21

node_20

node_19
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node_16

node_15

node_14

node_13

node_12

node_11

node_10

node_9

node_8

node_7

node_6

node_5

node_4

0405 34.7 65.0 95.1124.154.3185.215.244.275.(805.335.364.9
Time(s]

Without Control Plane

Enter
Rejected
Wait
Registrated
Accepted

node_24

node_23

node_22

node_21

node_20

node_19

node_18

node_17

node_16
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node_11
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node_1 ]
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With Control Plane

Parameters of the experiment

Hardware

20 MicroCloud nodes
Linked to a central LAN
Delay of links : 5 ms
Throughput of link 1.0Go
Total of 30 processes

Experiment

Registration period : 10 sec

Epoch duration : 20 sec

A committee of 4 nodes is set at genesis
A random number (0-7) of nodes joins at
each epoch.

Each node waits a random amount of time
(between 0 and 7.5 sec) before asking for
admission.

If a node failed to join at the first attempt, it
will ask again for the next epoch.

rver-4(MicroCloud)

server-5(MicroCloud) 10.255.0.4
10.255. .R.ﬁ

server-12(HicroCloud) \
10.255.0.12. A

~ }\Q Lo
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T 1.00b
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0
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server-16(HicroCloddy"**®
10.255.0.16 //
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.255.0.18
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.255.0.1 / | 10.255.0.19

server-15(HicroCloud) D
10.255.0.15  server-11{MicroCloud)
10.255.0.41

server-14{HicroClou
10.255.0.14.

server-17(HicroCloud)
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=rrL. Control Plane: Results

Without Control Plane
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node_14
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Name

node_30
node_29
node_28
node_27
node_26
node_25
node_24
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node_22
node_21
node_20
node_19
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node_16
node_15
node_14
node_13
node_12
node_11
node_10

node_9

node_8

node_7

node_6

node_5

node_4

node_3

node_2

node_1
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Time(s]
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Name

node_30
node_29
node_28
node_27
node_26
node_25
node_24
node_23
node_22
node_21
node_20
node_19
node_18
node_17
node_16
node_15
node_14
node_13
node_12
node_11
node_10
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node_8
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Results
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Churns
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Time[s]

With Control Plane

Parameters of the experiment

Hardware

20 MicroCloud nodes
Linked to a central LAN
Delay of links : 5 ms
Throughput of link 1.0Go
Total of 30 processes

Experiment

Registration period : 10 sec

Epoch duration : 20 sec

A committee of 30 nodes is set at genesis

A random number (0-3) of Nodes fail at each
epoch.

Each node waits a random amount of time
(between 0 and 7.5 sec) before failing.

rver-4(HicroCloud)
10,255.0.4

server-5(HicroCloud)
0.255.0.5

\\ server-8{Hi nElJud)
\ 10.; 8/

| \ server-6(HicroCloud)
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5042 \ ( / /
3 / /
N by J 1.060 /
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Omsec—_ / -
R0 T server-td(MicroClou
1-.0Gh- 10.255.0.14
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server-13(HicroCloud) 1.066
120.255.043  S.omsec oo

server-3(HicroCloud)

SN T
,/ \ N 13060 10.255.0.3

AN
erver-2(HicroCloud) % 12066 S
10.255.0.2 51r :-: 5.0msec
| aynsec .f”ms E
server-16(HicroClodd)" i | ?
1. b \
g 5.0n S4TD . \
7 1% 5.onsec L server-17(MicroCloud)
/ \ 10.255.0.17
/ N\
L erver-28(HicroCloud:
server-18(MicroCloud) 10.255.0.20
10.255.0.18 !
server-1(MicroCloud) / ! server-19(HicroCloud)
10.255.0.1 /

\ 10.255.0.19

server-15{MicroCloud)
10.255.0.15 server-11{(MicroCloud)
55.0.11

22



=pFL Control Plane: Experiment - Throughput
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If the load on one
machine becomes too
large, the registration

rate drops as nodes
cannot complete the
protocol in time

Throughput [%]

100 +

80 1

60 1

40

20 1

Committee size : 50 | Registration duration : 10s

—— 20dI380g3

—— 10 dI380g3

50 250 500 750 1000100 1250 1500 1750 2000
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=pFL Control Plane: Experiment - Throughput
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Hardware

20 - 10 dI380g3 nodes

Linked to a central LAN

Delay of links : 5 ms
Throughput of link 1.0Go

Total of 2000 - 1100 processes

Experiment

Registration period : 10 sec

Epoch duration : 20 sec

A committee of 50 nodes is set at genesis

A certain number of nodes (depicted on the x
axis) try to get accepted for the next epoch

secyen-10(d1380g3)
!ﬁr .255.0.10 D
server-17(d1380g3) i
10.255.0.43 N

brver-8(; or- 380g3)
10.255.0.i 8 1)0255 0.12

| .06
server-u(dlanuga) 1l &gmsec 4 ;
10.255.0.41 . 5. 5100 “ server-9(d1380g3)

%’5}{5"'215@1%&?5’ "'SE':i o 10.255.0.9

o
ervers18(d1388
5.0¢4255.0.18

5. Omsec 710255

. ‘\ | 1080
-005 onsec server-20(d1380g3;
10.255.0.;

server—z ( d1388g3;
25!

5.0. gsel‘ver-l(dlasuemomsnsc o:‘«;ec \

10.255.011

server-16(d1380g

10.255.0.16 Isell

server-6(d1380g3)-4(d1380g:
10.255.0.6 10.25530rwer-3(d1380g3)
10.255.0.3

755.0.5

Throughput [%]

Committee size : 50 | Registration duration : 10s
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80 1

60 1

40 -

20 A

—— 20 dI380g3
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50
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1000100 1250
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1750 2000

24



=rr. Experiment - Committee Size
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As the committee size
increases, the

throughput drop as the
load on nodes
increases

Throughput [%]

100 +

80 ~

60 -

40

20 A

20 dI380g3 | Registration duration : 10.0s

I Committee size :
I Committee size :
I Committee size :
mmmm Committee size :
=mmm Committee size :
- Committee size :

10
20
50
100
200

50 250

500 750
Nb of Nodes

1000

25



=rr. Experiment - Committee Size
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Hardware

20 dI380g3 nodes
Linked to a central LAN
Delay of links : 5 ms
Throughput of link 1.0Go
Total of 1000 processes

Experiment

Registration period : 10sec

Epoch duration : 20 sec

Committee Size : variable (legend)

A certain number of nodes (depicted on the x
axis) try to get accepted for the next epoch

Ii] -18(d1380¢3
Bﬁ? 255.0.10
server-17(d1386g3) |
10.255.0.. Qerver-ﬂMlasugﬂ&eru;z-lz(dlaﬂags)
255
S, 1 ?cn
server-11(d1388g3} sgnsee

10.255.0.11 1060

g
\ server-9(d1380g3)
§°EHE"'1-5(‘71§ E“é‘s) S e 25,08

erver-14(d1380g3)0

IE 10.255?0”111305:?&&

server-19(d1388g3) 0-OMSEC
10.255.0.19

server-2(d1380g3) @ 95b 1.0Gh,

o 1 N
10.255.0. zseruer-l(dlaﬂﬂgzlmnsw-' \
10.255.011 { R

server-16(d1380: : ] ) $3555.0.5
server-7(d1380%37
10.255.0.16 E 0.255.0.7

server-6(d1380g3)-4(d1380g
10.255.0.6 10.: 255?8[\4!!!"5(:!158533)

Throughput [%]

20 dI380g3 | Registration duration : 10.0s

100 -

80 A
I Committee size :
60 | I Committee size :
I Committee size :
mmmm Committee size :
40 { = Committee size :
- Committee size :

20 A

10
20
50
100
200

50 250

500 750
Nb of Nodes

1000
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=rr.. Experiment - Change Duration
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As the duration

increases, the protocol
starts to work again !

Throughput [%]

20 MicroCloud | Committee size : 50

100 A

80 -

60

40 1

20 1

mmmm Registration duration

-Registration duration :
[ Registration duration :
[ Registration duration :
I Registration duration :
:2.0s
=== Registration duration :
- Registration duration :

30.0s
20.0s
10.0s
5.0s

1.0s

50 100 250 300 500 750
Nb of Nodes

1000
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=rr.. Experiment - Change Duration
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Hardware

20 MicroCloud nodes
Linked to a central LAN
Delay of links : 5 ms
Throughput of link 1.0Go
Total 500 - 1000 processes

Experiment

Registration period : variable (legend)
Epoch duration : 20 sec

Committee size : 50

A certain number of nodes (depicted on the x
axis) try to get accepted for the next epoch

ver-agiicroCloud)
server=5¢HicroCloud) 10,255.0.4
10.255.0,

| server-8(Hicrocloud) S
server-12(MicroCloud) A XD f e
25042, \ ( /

N } Jnh
000
p J;ﬁ‘ o 1. gu Wm{ r-10¢Hicrocloud)
servefs? ,2“:'951\“""’5 onsec 5 dnsec pezee= 8 (Hirraclo

e 10.255.0.10
\G / 7
S5 o 1,006
3 og‘gt\ [ / e
\\ ! /. , —
S

nw-.—n(nicrnﬂ}nn\
10.255.0.9

1,066

—! server-14(Hicrotlou
E] Y BiZe To.2%.0.44
Sonsec ot
uwu-umumuw o .r,.rl\.. o Simees E
5.0nsec & |
5‘/‘325 \\ T server-3(ticrocloud)
- / e
erver-2(HicroCloud) ~ o e s.omseo_ -
10.255.0.2 | somce ~
1060 S.dnsec | % 106 ~
.r-rwr-m(nu;m:lnaﬂi‘ec / | \8-Onseg =
e e N\ N\
il 5.0 \ server-17(HicroCloud)
/ 1255.0.17
4 | server-20¢ricrotloud:
server-18(HicroCloud) 10.255.0.20 '
10.255.0.18
server-1(HicroCloud) / server-19(HicroCloud)
10,255.0.1 / 10.255

|

server-15(Hicracloud)
server-11(Micracloud)

Throughput [%]

20 MicroCloud | Committee size : 50

100 ~

80 A

60

40 A

20 A

I Registration duration : 30.0s
[ Registration duration : 20.0s
I Registration duration : 10.0s
I Registration duration : 5.0s
W Registration duration : 2.0s
=== Registration duration : 1.0s
- Registration duration :

50 100 250300 500 750 1000
Nb of Nodes
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=PFLControl Plane: Drawbacks

= Control Plane is global
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=Pl Control Plane: Improvements
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="l Locarno Treaties : Purpose

Random Lottery implies that regions change a lot from one epoch to the next
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=P*L Locarno Treaties : Idea

Nyle - Random Lottery

--------------------------- level 2= = = = = = = = = = == === m e m == === -
--------------------------- Leyel 1= = === === === = = T T TTTmmmes
i
®© i ® @
) ©0) )
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---------------------------- LevelO- === =f = === === ======f====2=&
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=P*L Locarno Treaties : Idea

Random Lottery

B e P e T T T T

D Y e T s ATt I T N PRy

06260, 000RR. 000, 00,
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Locarno Lottery

Total - 60 Le\:/’el 2 Le1v1el 1 LeXGeI 0
) o o v 000 0 0 0 0 0 0. 0.0
0 o o o 00 0 0 0 0 0 0 0. 0.0
0 o o © 00 0 0 0 0 0 0 0. 0.0

oo @O0 00000000 O0COC

Change the lottery to allow nodes to keep their levels

33



="l Locarno Treaties : Comparison

After : Locarno Lottery

Before : random lottery

Epoch 1 Epoch 2

If nodes keep their level, the regions do not need to be changed that much

B MASTER THESIS DEFENSE
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=P*L Locarno Treaties
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= 10 different experiments
using both lotteries

= System starts with 4
nodes, 4 are added at
each epoch

= Same evolution for both
lotteries

= Locarno Lottery reduces
the number of differences

= Variance comes from
teleportation

: Evaluation

# of Differences

300 A

250 4

200 A

100

50 1

—— Random Lottery median
—— Locarno Lottery median
Confidence interval 80%
Confidence interval 80%
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=P'L Locarno Treaties : Evaluation
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Hardware

16 dI38093 nodes
Linked to a central LAN
Delay of links : 5 ms
Throughput of link 1.0Go
Total of 41 processes

Experiment

Registration period : 6 sec
Epoch duration : 4 sec
Number of Epoch 8

rver-sldlSBBES)
. | 10.25.03

server-ll(dIBBBEM"'S(dIEWGEa
10.255.0.11  10.235 o 6 keruer-ﬁ(dlaaaga)
?Gb 10.255.0.15

AN g Server-14(d1380g3)
1OGb 1 o] 1068 7 10.255.0.14
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server-ia(dlasﬂgS) |
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0.13 1 06k
I'ISE

Omsec_

oﬁberuer-«dlﬂﬂnga)
10.255.0.4

~5.0nsec

server-s( dlaaaga 3 EEti==g
10.2!

/ J msec. 0.
G /o 1.060 | \ 1\OGb UG
1.06b 5.0nsec| 5.0nsec
server-z(dl§m‘;§‘5ﬂ133§ga"sec \

1 |

0.255.0.2 N server-12{(d1386g3.

.D 10.255.0.12
server-5(d1386ga)rver-8(d1380g3)
10.255.0.5 10.255.0.8
server-18{(d1380g3)
0.255.0.10

server-16{(d1386g3)
10.255.0.16

300 A

250 A

N

o

o
L

# of Differences
=
w
o

100 A

50 1

—— Random Lottery median
—— Locarno Lottery median
Confidence interval 80%
Confidence interval 80%

Epoch

36



=PFL. Possible Improvements

B MASTER THESIS DEFENSE

Replace synchronized
clocks by Threshold
Logical Clocks (TLC)

Allow the creation of
regions with special
meaning (for example
Switzerland, Europe, ...)

= Protect against possible
attacks on level by
checking at the beginning
of one epoch the density
of a levels is constant
across the whole system
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=PFL Conclusion

A protocol for a control plane | A solution for each

in time and space for drawback and some of their
locality-preserving implementation was done
blockchains was designed

A security analysis for the
control plane, some
experiments and an
outline of its drawbacks
were made

B MASTER THESIS DEFENSE
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=PFL. Problems of traditional
blockchains

World War lil
Scenarios
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Time for
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=P*L World War lll Scenarios

-

Disclaimer : This partition is a fiction. Any resemblance
to any historical event is purely coincidental
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=P*L World War lll Scenarios

R

Disclaimer : This partition is a fiction. Any resemblance
to any historical event is purely coincidental
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=P*L World War lll Scenarios
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="t Time for validation
- Adding a block takes
around 10minutes

Block containing a
specific transaction

~10min

Block validated with
a high probability
BE-E-E-E-E-REERA -
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=P*L_Control Plane : Purposes

Concentration of reachable Bitcoin nodes found in countries around the world.

= Nyle only computes

the control plane ' € . A o @
once & ”,A : | ,
4 e ’d
= In and Internet-like g , 1() Be 'y

2 network nodes ' | .
s comes and go and oy e Ry
% latencies change J «%f J .
&
:

Visualization and data from bitnodes.io 47
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=P*L_Control Plane : Purposes
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In and Internet-like network nodes comes and go and latencies change
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Number of reachable nodes in the Bitcoin Network during the last 365 days
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=L Context : Nyle

Replicates the system in regions, from local to global

World War |l Scenarios

If a global partition
occurs, the system still
works in regions that are
not split by a partition

Time for validation

Transactions can be
validated in regions

MASTER THESIS DEFENSE
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=rrL. Nyle : Tools

o o o

@@gﬁ Dg 0 g@g@?@g@g 0 g@?@ Dg@g 0 (:)@g@?@g S
HNONONONONONONORINOCNONONONCNONO),
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=rrL. Nyle : Tools

Bunch
© © ©
® ®
® ®
©

A Node considers all other nodes in ascending order of
distance. It adds another node in its bunch if has not
already seen a node of a bigger level.
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=rrL. Nyle : Tools

A Node considers all other nodes in ascending order of
distance. It adds another node in its bunch if has not
already seen a node of a bigger level.
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=rrL. Nyle : Tools

A Node considers all other nodes in ascending order of
distance. It adds another node in its bunch if has not
already seen a node of a bigger level.
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=rrL. Nyle : Tools

B MASTER THESIS DEFENSE

A have B in his bunch
@ node considered

71", node in the bunch

A Node considers all other nodes in ascending order of
distance. It adds another node in its bunch if has not
already seen a node of a bigger level.
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=rrL. Nyle : Tools

Cluster

A have B in his bunch
1) node considered

0, node in the cluster

The cluster of one node is the set of other
nodes that have it in their bunch.

B MASTER THESIS DEFENSE

55



=rrL. Nyle : Tools

B MASTER THESIS DEFENSE

Regions
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=L A Solution : Nyle

Property

By design : Any

two nodes in the
system participate
within a region with
a radius of a small

multiple of their

RTT (Round-trip-

time)

B MASTER THESIS DEFENSE
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=F7L Locarno Treaties : Evaluation - Model

= Nodes are distributed Epochi
randomly across space

= 10% chance of A
teleportation at the next &
epoch ; |

= 20% chance of local
movement at the next
epoch

» Differences are counted

B MASTER THESIS DEFENSE

Epoch i+1
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=F7L Locarno Treaties : Evaluation - Model

Epoch i+1

= Nodes are distributed TG N
randomly across space L e |

= 10% chance of @& — L e %
teleportation at the next wealmoenst \ @/ .
epoch -

= 20% chance of local
movement at the next Bunch Cluster Bunch Cluster
epoch : :

8 differences
A E

A B,CE

AEF
A B CEF

» Differences are counted

B MASTER THESIS DEFENSE
m mo O W >
W)
Mmoo O W >
W)
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=PFL .ocarno Treaties

B MASTER THESIS DEFENSE

= Nodes are distributed
randomly across space

= 10% chance of

teleportation at the next

epoch

= 20% chance of local
movement at the next

epoch

» Differences are counted

: Evaluation - Model

Epoch i
o
o—
LA ®
Local movement .
Bunch Cluster
A C,D
B D
c D A E
D A,B,C,D
E C,D

#Diff(A,B) =#(AUB —-A NB)

A={ab,c}

4 differences

Epoch i+1
®
@ .....
N ) @,‘:
Bunch
A G, D
B D
(o3 D
D R
E G, D
B ={c, d}

Cluster

A/ B,C,D
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=P'L Locarno Treaties : Evaluation

—— Random Lottery median
1401 |ocarno Lottery median
Confidence interval 80%
Confidence interval 80%
120 A
100 +
%]
]
(%}
o
5 80 4
=
(a]
‘s
4 601
40 1
20
0+ T T T T T T T
1 2 3 4 5 6 7 8 9
Epoch
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=P'L Locarno Treaties : Evaluation

= 100 different experiments
using both lotteries

—— Random Lottery median

1407 —— ocarno Lottery median

- System Starts Wlth 4 Confidence interval 80%

Confidence interval 80%

nodes, 2 are added at 120-
each epoch

100 A

80 -

= Same evolution for both
lotteries

# of Differences

60

40

= Locarno Lottery reduces
the number of differences

B MASTER THESIS DEFENSE

= Variance comes from
teleportation
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=PFL - Attack on level

If an attacker manages to get the levels it wants it can unbalance the system leading to an overhead

\ /



y e

//”/%Attack on /Ievel

e

Level 0 nodes (in black) create regions that covers their cluster, but as high level nodes are
far away, they have a lot of nodes in their cluster
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//ZP/FL Unbalanced levels
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Level 0 nodes (in black) create regions that covers their cluster, but as high level nodes are
far away, they have a lot of nodes in their cluster
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=L Fog of the war : Purpose

Nodes do not
need to know
everything
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7. Fog of the war : Idea

TIME

REGISTRATION FOR EPOCH 1

EPOCH 1

/ S L
: ; 77 1
y J |

Current
Committee

I [=] E]

/\

7 4
Consensus
E} : N % /% on Participants \4 : 4
Ask to join Get ™ Broadcast :
Threshold Threshold :
6 Signature.” Signature LM

New Nodes

ire Ping, Draw Level;—+———
Receive Vit of Consensus on
participdnts Ping + Level

asure Ping, Draw Level777

Run System

REGISTRATION FOR EPOCH 2

EPOCH 2

New Nodes

7]

(2]

Change measure and consensus on pings with a

B MASTER THESIS DEFENSE

declared position and a series of checks
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=rrL Fog of the war : Idea
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=PrL |[f no checks pass

= Assign a new position to the
node based on the pings

= A kind of triangulation
strategy can be used

= As in Internet-like networks
there is triangle inequality
violation, this might not be
possible

= Could be replaced by the
« best candidate » for the
position

B MASTER THESIS DEFENSE

= \WWas not implemented

- O« 200ms
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=L Space Time interaction metric

= Maybe what we want to conserve
might not be latency or availability
but interactions between nodes

= If there are random partitions, one
might want to protect nodes that
interact a lot from failing
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=prL Space Time interaction metric

TIME

Current
Committee

I [=] E]

New Nodes

B MASTER THESIS DEFENSE

REGISTRATION FOR EPOCH 1 EPOCH 1

;[ b

7 T e

< 4 y_J 1\

on Participants | ¥

7 4 \
| N % // Consensus \\ :/ /\
E}Ask to join Get Broadcast T/ Measure Ping, Draw Level—

Threshold : N Threshold / \'( 77
Signature.” Signature Wiy

Run System

’E} +—M ire Ping, Draw Level—+¢——————
Receive it of Consensus on
participdnts Ping + Level

REGISTRATION FOR EPOCH 2

EPOCH 2

7]

New Nodes

[¢]
Change ping with a new measure of distance

1
# messages between A and B per unit of time

d(A,B) =

Each node count each time it interacts with another
node during one epoch and publish it at the
beginning of the next
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=L Space Time interaction metric
explanation

Map using interaction distance
Points are close if there is a lot of

connections between them

Map using regular distance
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=L Space Time interaction metric

3 Epochs - Locarno Lottery - Regular distances

B MASTER THESIS DEFENSE

Drawbacks

= |[nteractions might change
a lot from an epoch to the
next

= Might be more complex to
conceptualize for an user

= Preserving interactions
over availability and
latency might be disputable
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