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Problems of traditional 
blockchains
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~10min

~1 hour

▪ World War III Scenarios 
 
 
 
 

▪ Time for validation

World War III 
Scenarios

Time for 
validation



1

R1

R2

R4

R3

R5

R6R7

R8

2

0

0
0

0

1

0

 

Context : Nyle
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▪ Enhances 
blockchains with 
locality

▪ The system 
replicated in 
regions

▪ The worst case 
latency for any pair 
of nodes is a small 
multiple of their 
network latency 
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If a global partition 
occurs, the system still 
works in regions that are 
not split by a partition

Transactions can be 
validated in regions
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▪ Time for validation
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Outline 6

1. Some problems of 
traditional blockchains 

WWIII Scenarios 
Time for validation

 2. Context: Nyle 
Using region replication to 

defeat the problems

3. My work 
Adapt the regions to node 

modifications 

4. Results 

5. Improvements

6. Conclusion2
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What if nodes move, 
join or leave ?  
We know how to create 

regions for a static system, 
but we need to find a way to 

adapt the region as the 
system evolves
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Need a Control Plane !
We need a Control Plane for 

Locality Preserving 
Blockchains : a protocol that 
can adapt the regions through 

time 
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Consensus on Registration
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Running System
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Security Analysis

▪ Delay Attacks 

▪ Man-in-the-middle 

▪ Malicious nodes 

▪ Adversaries have limited 
computational power
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Without Control Plane With Control Plane



 
Control Plane: Results
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Without Control Plane With Control Plane

Parameters of the experiment 
Hardware 
20 MicroCloud nodes  
Linked to a central LAN 
Delay of links : 5 ms 
Throughput of link 1.0Go 
Total of 30 processes 

 
Experiment 
Registration period  : 10 sec 
Epoch duration : 20 sec 
A committee of 4 nodes is set at genesis 
A random number (0-7) of nodes joins at 
each epoch. 
Each node waits a random amount of time 
(between 0 and 7.5 sec) before asking for 
admission. 
If a node failed to join at the first attempt, it 
will ask again for the next epoch. 
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Without Control Plane With Control Plane



 
Parameters of the experiment 
Hardware 
20 MicroCloud nodes  
Linked to a central LAN 
Delay of links : 5 ms 
Throughput of link 1.0Go 
Total of 30 processes 

 
Experiment 
Registration period  : 10 sec 
Epoch duration : 20 sec 
A committee of 30 nodes is set at genesis 
A random number (0-3) of Nodes fail at each 
epoch. 
Each node waits a random amount of time 
(between 0 and 7.5 sec) before failing. 

Control Plane: Results
M

A
S

TE
R

 T
H

E
S

IS
 D

E
FE

N
S

E

22
Without Control Plane With Control Plane



Control Plane: Experiment - Throughput
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If the load on one 
machine becomes too 
large, the registration 
rate drops as nodes 
cannot complete the 

protocol in time 



Control Plane: Experiment - Throughput
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Parameters of the experiment 
Hardware 
20 - 10 dl380g3 nodes  
Linked to a central LAN 
Delay of links : 5 ms 
Throughput of link 1.0Go 
Total of 2000 - 1100 processes 

 
Experiment 
Registration period  : 10 sec 
Epoch duration : 20 sec 
A committee of 50 nodes is set at genesis 
A certain number of nodes (depicted on the x 
axis) try to get accepted for the next epoch 



Experiment - Committee Size
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As the committee size 
increases, the 

throughput drop as the 
load on nodes 

increases  
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Parameters of the experiment 
Hardware 
20 dl380g3 nodes  
Linked to a central LAN 
Delay of links : 5 ms 
Throughput of link 1.0Go 
Total of 1000 processes 

 
Experiment 
Registration period  : 10sec 
Epoch duration : 20 sec 
Committee Size : variable (legend) 
A certain number of nodes (depicted on the x 
axis) try to get accepted for the next epoch 



Experiment - Change Duration
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As the duration 
increases, the protocol 
starts to work again !  
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Parameters of the experiment 
Hardware 
20 MicroCloud nodes  
Linked to a central LAN 
Delay of links : 5 ms 
Throughput of link 1.0Go 
Total 500 - 1000 processes 

 
Experiment 
Registration period  : variable (legend) 
Epoch duration : 20 sec 
Committee size : 50 
A certain number of nodes (depicted on the x 
axis) try to get accepted for the next epoch 
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Control Plane: Drawbacks
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▪ Control Plane is global 

▪ Epoch transition requires 
resources 

 

▪ Communications 
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Control Plane: Improvements 
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Locarno Treaties 
reduce the differences from one epoch 

to the next
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SECOND SOLUTION : 

NEXT EPOCH

LOCARNO LOTTERY

Space Time Interaction 
distance

Fog of the war 
reduces the amount of information one 

node needs to know
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Locarno Treaties : Purpose

Random Lottery implies that regions change a lot from one epoch to the next 
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Locarno Treaties : Idea
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Locarno Treaties : Idea

Change the lottery to allow nodes to keep their levels
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Locarno Treaties : Comparison

If nodes keep their level, the regions do not need to be changed that much 
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Locarno Treaties : Evaluation
▪ 10 different experiments 

using both lotteries 

▪ System starts with 4 
nodes, 4 are added at 
each epoch 

▪ Same evolution for both 
lotteries  

▪ Locarno Lottery reduces 
the number of differences 

▪ Variance comes from 
teleportation

M
A

S
TE

R
 T

H
E

S
IS

 D
E

FE
N

S
E



36

Locarno Treaties : Evaluation
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Parameters of the experiment 
Hardware 
16 dl380g3 nodes  
Linked to a central LAN 
Delay of links : 5 ms 
Throughput of link 1.0Go 
Total of 41 processes 

Experiment 
Registration period  : 6 sec 
Epoch duration :  4 sec 
Number of Epoch 8 
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▪Protect against possible 
attacks on level by 
checking at the beginning 
of one epoch the density 
of a levels is constant 
across the whole system 
 
 
 
 
 

▪ Replace synchronized 
clocks by Threshold 
Logical Clocks (TLC) 

▪ Allow the creation of 
regions with special 
meaning (for example 
Switzerland, Europe, …) 
 
 
 
 



Conclusion
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▪ A solution for each 
drawback and some of their 
implementation was done 
 
 
 
 
 

▪ A protocol for a control plane 
in time and space for 
locality-preserving 
blockchains was designed 

▪ A security analysis for the 
control plane, some 
experiments and an 
outline of its drawbacks 
were made  
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Problems of traditional 
blockchains
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~10min

~1 hour

▪ World War III Scenarios 
 
 
 
 

▪ Time for validation

World War III 
Scenarios

Time for 
validation
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Disclaimer : This partition is a fiction. Any resemblance 
to any historical event is purely coincidental
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Time for validation
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Block containing a 
specific transaction

Block validated with 
a high probability

Adding a block takes 
around 10minutes

~10min

~1 hour
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Control Plane : Purposes

▪ Nyle only computes 
the control plane 
once 

▪ In and Internet-like 
network nodes 
comes and go and 
latencies change

M
A

S
TE

R
 T

H
E

S
IS

 D
E

FE
N

S
E

Concentration of reachable Bitcoin nodes found in countries around the world.

Visualization and data from bitnodes.io

http://bitnodes.io
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Control Plane : Purposes
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Visualization and data from bitnodes.io

Number of reachable nodes in the Bitcoin Network during the last 365 days

In and Internet-like network nodes comes and go and latencies change

http://bitnodes.io
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Replicates the system in regions, from local to global

If a global partition 
occurs, the system still 
works in regions that are 
not split by a partition

Transactions can be 
validated in regions

▪ World War III Scenarios

▪ Time for validation
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Bunch
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A Node considers all other nodes in ascending order of 
distance. It adds another node in its bunch if has not 
already seen a node of a bigger level. 



Nyle : Tools
M

A
S

TE
R

 T
H

E
S

IS
 D

E
FE

N
S

E

52

Bunch
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A Node considers all other nodes in ascending order of 
distance. It adds another node in its bunch if has not 
already seen a node of a bigger level. 
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Bunch

0
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A Node considers all other nodes in ascending order of 
distance. It adds another node in its bunch if has not 
already seen a node of a bigger level. 
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Bunch
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A B
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1

A haYe B in hiV bXnch

node conVidered

node in Whe bXnch

A Node considers all other nodes in ascending order of 
distance. It adds another node in its bunch if has not 
already seen a node of a bigger level. 
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Cluster
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A haYe B in hiV bXnch

node conVideUed

node in Whe clXVWeU

The cluster of one node is the set of other 
nodes that have it in their bunch. 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Regions

Rmin

Rmax

0
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Property 
By design : Any 
two nodes in the 

system participate 
within a region with 
a radius of a small 

multiple of their 
RTT (Round-trip-

time)
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Locarno Treaties : Evaluation - Model

▪ Nodes are distributed 
randomly across space 

▪ 10% chance of 
teleportation at the next 
epoch 

▪ 20% chance of local 
movement at the next 
epoch 

▪ Differences are counted 

M
A

S
TE

R
 T

H
E

S
IS

 D
E

FE
N

S
E

0

0

0

1

2
1

0

0

2
1

0

00

A

B

C

D

(

A
B

D

C
(

TeleSRUWaWiRQ

LRcal PRYePeQW

0

)
0

)

F joins at ne[t epoch

Epoch i Epoch i+1



59

Locarno Treaties : Evaluation - Model

Bunch Cluster

A C, D -
B D -

C D A, E

D - A, B, C, E
E C, D -

F - -

Bunch Cluster

A C, D -
B D -

C D A, E, F

D - A, B, C, E, F
E C, D -

F C,D -

8 differences

▪ Nodes are distributed 
randomly across space 

▪ 10% chance of 
teleportation at the next 
epoch 

▪ 20% chance of local 
movement at the next 
epoch 

▪ Differences are counted 
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Locarno Treaties : Evaluation - Model

▪ Nodes are distributed 
randomly across space 

▪ 10% chance of 
teleportation at the next 
epoch 

▪ 20% chance of local 
movement at the next 
epoch 

▪ Differences are counted 

Bunch Cluster

A C, D -
B D -

C D A, E

D - A, B, C, D
E C, D -

Bunch Cluster

A C, D -
B D -

C D A, E

D - A, B, C, D
E C, D -

4 differences

a

A = {a,b,c} B = {c, d}
b

c
d

#Diff(A , B ) = #(A ∪ B − A ∩ B )
BA

▪ Nodes are distributed 
randomly across space 

▪ 10% chance of 
teleportation at the next 
epoch 

▪ 20% chance of local 
movement at the next 
epoch 

▪ Differences are counted 

▪ Nodes are distributed 
randomly across space 

▪ 10% chance of 
teleportation at the next 
epoch 

▪ 20% chance of local 
movement at the next 
epoch 

▪ Differences are counted 
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Locarno Treaties : Evaluation
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Locarno Treaties : Evaluation
▪ 100 different experiments 

using both lotteries 

▪ System starts with 4 
nodes, 2 are added at 
each epoch 

▪ Same evolution for both 
lotteries  

▪ Locarno Lottery reduces 
the number of differences 

▪ Variance comes from 
teleportation
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If an attacker manages to get the levels it wants it can unbalance the system leading to an overhead

Attack on level
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Level 0 nodes (in black) create regions that covers their cluster, but as high level nodes are 
far away, they have a lot of nodes in their cluster

Attack on level
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Level 0 nodes (in black) create regions that covers their cluster, but as high level nodes are 
far away, they have a lot of nodes in their cluster

Unbalanced levels



Fog of the war : Purpose
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Nodes do not 
need to know 

everything 
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REGISTRATION FOR EPOCH 2 EPOCH 2
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Change measure and consensus on pings with a 
declared position and a series of checks  
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I’m here ! 
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Check
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Check
❌
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Check
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Check
❌
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Check
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Check
❌



If no checks pass
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100mV

200mV

50ms

Claimed
PosiWion

Re-
assignemenW

▪ Assign a new position to the 
node based on the pings 

▪ A kind of triangulation 
strategy can be used 
  

▪ As in Internet-like networks 
there is triangle inequality 
violation, this might not be 
possible 

▪ Could be replaced by the 
« best candidate » for the 
position 

▪ Was not implemented 
 



Space Time interaction metric
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▪Maybe what we want to conserve 
might not be latency or availability 
but interactions between nodes 

▪ If there are random partitions, one 
might want to protect nodes that 
interact a lot from failing  
 
 
 
 



 
 
 
 
 

Space Time interaction metric
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REGISTRATION FOR EPOCH 1 EPOCH 1

CRQVeQVXV
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REGISTRATION FOR EPOCH 2 EPOCH 2
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Change ping with a new measure of distance

d(A, B) =
1

# messages between A and B per unit of time

Each node count each time it interacts with another 
node during one epoch and publish it at the 
beginning of the next



Space Time interaction metric 
explanation
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Map using regular distance Map using interaction distance 
Points are close if there is a lot of 
connections between them 



Space Time interaction metric 
Drawbacks
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▪ Interactions might change 
a lot from an epoch to the 
next  

▪ Might be more complex to 
conceptualize for an user 

▪ Preserving interactions 
over availability and 
latency might be disputable 
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