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Introduction

” Anyone who considers arithmetical methods of producing random digits is, of course, in a
state of sin.” - John von Neumann

The process of generating public randomness is nontrivial, because obtaining access to

sources of good randomness, even in terms of entropy alone, is often difficult and error prone
[4], [5]. Producing and using randomness in a distributed setting presents many issues and
challenges, such as how to choose a subset of available beacons, or how to combine random
outputs from multiple beacons without permitting bias by an active adversary. Prior ap-
proaches to randomness without trusted parties employ Bitcoin [6], [7], slow cryptographic
hash functions [8], lotteries [3], or financial data [15] as sources for public randomness.
A reliable source of randomness that provides high-entropy output is a critical component in
many protocols [9], [10]. The reliability of the source, however, is often not the only criterion
that matters. In many high-stakes protocols, the unbiasability and public-verifiability of the
randomness generation process are as important as ensuring that the produced randomness
is good in terms of the entropy provided [11].

In the following, we illustrate, through a series of strawman protocols, the key challenges
in distributed randomness generation of commitment, selective aborts, and malicious secret
shares.

In Scalable Bias-Resistant Distributed Randomness [1] the protocol RandShare is intro-
duced as a way to provide bias-resistant public randomness in the familiar (¢, n)-threshold
security model already widely used both in threshold cryptography [12], [13] and Byzantine
consensus protocols [14].

RandShare is an unbiasable randomness protocol that ensures unbiasability, unpredictabil-
ity, and availability, but is practical only at small scale due to O(n?) communication overhead.
To tolerate server failures, the client selects a subset of secret inputs from the nodes after a
vote. Application of the pidgeonhole principle ensures the integrity of final output. After the
servers release the selected secrets, the client combines and publishes the collective random
output.

RandShare introduces key concepts that will be used in the more scalable RandHound
protocol [1]. The main goal of RandShare is to remove the incentive for a Byzantine ad-
versary (passively listening on or actively corrupting data in the channel) to misbehave.
This is achieved by forcing the adversary to make a decision whether or not to follow the
protocol early enough before he has any information about the output preventing him from
devising a successful dishonest strategy. More concretely, RandShare extends the approach
for distributed key generation in a synchronous model of Gennaro et al. [16] by adopting a
point-of-no-return strategy and extending it to the asynchronous setting where the adversary
can break timing assumptions [17], [15]. We use the concept of a barrier, a specific point in
the protocol execution after which the protocol always completes successfully. Specifically,
we define the barrier in the protocol as the point when the first honest member reveals the
shares he is holding.



Before the barrier, the protocol output is fixed by all participants and no peer gets any
information about the secrets of other honest peers. While it is of course not possible to
prevent a malicious peer from refusing to participate, he does not obtain any information
on the final output. Furthermore, assuming that all messages are eventually delivered, the
protocol preserves liveness without the adversaries cooperation. Consequently, he has to ran-
domly decide whether or not to participate which guarantees unbiasability and hence output
integrity. After the barrier, the protocol output cannot be changed anymore and all hon-
est peers eventually output the previously fixed value, regardless of the adversary’s behavior.

RandShare performs verifiable secret sharing among all n nodes, i.e., verification of the
output can be done only by an active participant of the protocol run. As the secret is com-
putationally hidden, there is no way for a third-party to verify the output. It must be noted
that the absence of public-verifiability of the randomness generation process is a major set-
back. To overcome it, we introduced PVSS to our project, creating RandSharePVSS. The
random output is now produced along with a third-party verifiable transcript of the protocol
run. Anyone can subsequently check this transcript to verify that the random output is
trustworthy and unbiased, provided not too many servers were compromised.



Background and Motivation

Insecure Approaches To Public Randomness

For expositional clarity, we now summarize a series of inadequate strawman designs: (I) a
naive, trivially insecure design, (II) one that uses a commit-then-reveal process to ensure
unpredictability but fails to be unbiasable, and (III) one that uses secret sharing to ensure
unbiasability in an honest-but-curious setting, but is breakable by malicious participants.

Strawman I. The simplest protocol for producing a random output r = @?:_01 r; re-
quires each peer i to contribute their secret input r; under the (false) assumption that a
random input from any honest peer would ensure unbiasability of r. However, a dishonest
peer j can force the output value to be # by choosing r; = 7 @i:i# r; upon seeing all other
inputs.

Strawman II. To prevent the above attack, we want to force each peer to commit to
their chosen input before seeing other inputs by using a simple commit-then-reveal approach.
Although the output becomes unpredictable as it is fixed during the commitment phase, it
is not unbiasable because a dishonest peer can choose not to reveal his input upon seeing
all other openings of committed inputs. By repeatedly forcing the protocol to restart, the
dishonest peer can obtain output that is beneficial for him, even though he cannot choose
its exact value. The above scenario shows an important yet subtle difference between an
output that is unbiased when a single, successful run of the protocol is considered, and an
output that is unbiasable in a more realistic scenario, when the protocol repeats until some
output is produced. An attacker’s ability to re-toss otherwise-random coins he does not like
is central to the reason peer-to-peer networks that use cryptographic hashes as participant
IDs are vulnerable to clustering attacks.

Strawman III. To address this issue, we wish to ensure that a dishonest peer either
cannot force the protocol to abort by refusing to participate, or cannot benefit from doing
so. Using a (t,n)-secret sharing scheme, we can force the adversary to commit to his action
before knowing which action is favorable to him. First, all n peers, where at most f are
dishonest, distribute secret shares of their inputs using a ¢t = f + 1 recovery threshold. Only
after each peer receives n shares will they reconstruct their inputs and generate r. The
threshold t = f + 1 prevents a dishonest peer from learning anything about the output
value. Therefore, he must blindly choose to abort the protocol or to distribute his share.
Honest peers can then complete the protocol even if he stops participating upon seeing the
recovered inputs. Unfortunately, a dishonest peer can still misbehave by producing bad
shares, preventing honest peers from successfully recovering identical secrets.



Lagrange Interpolation

The Lagrange Interpolation is a method of data fitting that, given a set of constraints, i.e.,
data points, computes a polynomial of lowest possible degree that fits the data exactly, in
other words, that passes through all the points of the set.

Given a set of k + 1 data points: (z9,%0), -, (2},95),. .., (Tk, yx) Where no two x; are
the same, the interpolation polynomial in the Lagrange form is a linear combination:

k
L(x) =Y _y;t;(x)
=0

of Lagrange basis polynomials:

() = v—am _ @oxo) | (@owi) (o) (@)
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where 0 < j < k. Given the initial assumption that no two z; are the same, z; — x,, # 0,
this expression is always well-defined.

For all i # j, £;(x) includes the term (x — ;) in the numerator, so the whole product will
be zero at x = x;:

ey T T %m _ (@imwo) (i) (zi—aw)

On the other hand,

In other words, all basis polynomials are zero at x = x;, except ¢;(x), for which it holds that
li(z;) = 1. It follows that y;¢;(x;) = y;, so at each point z;, L(z;) = y; +04+0+---+0 =y,
showing that L interpolates the function exactly.

hx) b (x) (%)

~ -

Figure 1: This image shows, for four points ((9, 5), (4, 2), (1, 2), (7, 9)), the interpolation
polynomial L(x) (dashed, black), which is the sum of the scaled basis polynomials y0£0(z),
y1l1(x), y202(x) and y3¢3(z). The interpolation polynomial passes through all four points.



Publicly Verifiable Secret Sharing

A (t,n)-secret sharing scheme enables an honest dealer to share a secret s among n trustees
such that any subset of ¢ honest trustees can reconstruct s, whereas any subset smaller
than t learns nothing about s. Verifiable secret-sharing (VSS) adds protection from a dis-
honest dealer who might intentionally produce bad shares and prevent honest trustees from
recovering the same, correct secret.

A publicly verifiable secret sharing (PVSS) scheme makes it possible for any party to
verify secret shares without revealing any information about the shares or the secret. During
the share distribution phase, for each trustee 7, the dealer produces an encrypted share F;(s;)
along with a non-interactive zero-knowledge proof of discrete log equivalence (DLEQ) that
E;(s;) correctly encrypts a valid share s; of s. During the reconstruction phase, trustees
recover s by pooling ¢ properly-decrypted shares. They then publish s along with all shares
and DLEQ proofs that show that the shares were properly decrypted.

PVSS runs in three steps:

1. The dealer chooses a degree t — 1 secret sharing polynomial s(z) = Z;;%) aja;j and
creates, for each trustee ¢ € {1,...,n}, an encrypted share S; = Xf @ of the shared

secret Sy = G*(9). He also creates commitments Aj = H%, where H # G is a generator
of G, and for each share a DLEQ encryption consistency proof P,. Afterwards, he
publishes S;, P, and Aj.

2. Each trustee i verifies his share S; using P, and Aj, and, if valid, publishes the decrypted

~

share S; = (9;)% ' together with a DLEQ decryption consistency proof F;.

3. The dealer checks the validity of S; against P;, discards invalid shares and, if there are
at least t out of n decrypted shares left, recovers the shared secret Sy through Lagrange
interpolation.

Terminology

For the rest of the work, we denote by G a multiplicatively written cyclic group of order ¢
with generator GG, where the set of non-identity elements in G is written as G*. We denote by
(zi)ier a vector of length |I| with elements x;, for i € I. Unless stated otherwise, we denote
the private key of a node 7 by x; and the corresponding public key by X; = G%.



Implementation

The presented implementations are in Go, and use DEDIS code (Crypto library ; Network
library ; Cothority framework) L.

RandShare

The implementation of RandShare follows the description that can be found in Scalable Bias-
Resistant Distributed Randomness [1]:

Let N = {1,...,n} denote the list of peers that participate in RandShare and n = 3f+1,
where f is the number of dishonest peers. Let t = f + 1 be the VSS threshold. We assume
every peer has a copy of a public key X; for all j € N.

FEach RandShare peer ¢ € N executes the following steps:
1. Share Distribution.
1. Select coefficients a;, €g Zy of a degree ¢ — 1 secret sharing polynomial

t—1
si(z) = Z aipet.
k=0

The secret to be shared is s;(0) = ap.

2. Compute polynomial commitments A;, = G%*, for all k € {0,...,t— 1}, and calculate
secret shares s;(j) for all j € N.

3. Securely send s;(j) to peer j # i and start a Byzantine agreement (BA) run on s;(0),
by broadcasting A; = (Aik)kefo,....t—1}-

2. Share Verification.

1. Setup a bit-vector V; = (vi1, ..., vin) to keep track of valid secrets s;(0) and initialize
it to all-zero. Then wait until a message with share s;(7) from each j # i has arrived.

2. Verify that each s;(4) is valid using A\j. This may be done by checking that S;(i) =
G*i1() where:

t—1
Si(x) = [[ A% = GEimvans" = g,
k=0

3. If verification succeeds, confirm s;(i) by broadcasting the prepare message (p, 1, j, 1) as
a positive vote on the BA instance of s;(0). Otherwise, broadcast (p,,j,s;(z)) as a
negative vote.

4. If there are at least 2f + 1 positive votes for secret s;(0), broadcast (c,i,7,1) as a
positive commitment. If there are at least f+1 negative votes for secret s;(0), broadcast
(c,i,4,0) as a negative commitment.

"https://github.com/dedis/cothority



5. If there are at least 2f 4+ 1 commits (c, ¢, j,x) for secret s;(0), set v;; = . If z =1,
consider the secret recoverable else consider secret s;(0) invalid.
3. Share Disclosure.
1. Wait until a decision has been taken for all entries of V; and determine the number of
l-entries n' in V;.
2. If n’ > f, broadcast for each 1-entry j in V; the share s;(i) and abort otherwise.
4. Randomness Recovery.
1. Wait until at least ¢ shares for each j # ¢ have arrived, recover the secret sharing
polynomial s;(z) through Lagrange interpolation, and compute the secret s;(0).
2. Compute and publish the collective random string as:

Z = s;(0).
j=1

The storage complexity of the protocol is O(n?). Every peer needs to keep the messages
exchanged, and to collect shares in a matrix-like structure, as shown in Figure 2. As we are
using a (¢, n)-threshold security model, a secret is considered recoverable with ¢ shares, thus
optimization can be done by storing only ¢ shares per line. It also allows us to reduce the
overall wall-clock time by waiting for fewer shares.

s1(1) s1(2) s1(n)

s2(1) $2(2) s2(n)

su(1) su(2) su(n)

Figure 2: Matrix representation of shares storage, where share s;(j) is the j-th piece of the
i-th secret



RandSharePVSS

In this section, we introduce the improved protocol that uses a (¢,n)-PVSS scheme which
allows third parties (i.e., someone who did not participate in the protocol) to verify the cor-
rectness of the protocol run and therefore of the produced randomness. Given a transcript
of all exchanged information, we can validate the output with a time stamp by calling the
verify method.

The implementation brought challenges that required other modifications:
Firstly, to prevent malicious peers from sending multiples shares and flooding the servers, a
tracker is used to ensure that only one message is received from each peer at each step.
Secondly, as the contribution of the secret of one honest peer suffices to provide unpre-
dictability, the collective string can be computed from a subset of n’ > f + 1 secrets. Hence
the protocol can tolerate server failures and should not fail when less than n secrets are re-
coverable. We can output a valid collective string computed with n’ secrets, f +1 < n’ < n.
And to chose which secrets will be used, a voting process based on how many correct shares
we receive from a peer allowed us to exclude malicious peers at an early stage.
At last but not least, a session ID was attached to messages to prevent replay attacks and
any bias from an external input. As PVSS verifications are using a 2nd base point, we chose
it to be the hash of this session ID.

The protocol RandSharePVSS is specified as follow:

Let N = {1,...,n} denote the list of peers that participate in RandSharePVSS and n =
3f + 1, where f is the number of dishonest peers. Further, let ¢ be the PVSS threshold such
that f <t <n — f. Henceforth we simply assume that ¢t = f + 1.

We assume a Byzantine adversary and an asynchronous network where messages are even-
tually delivered. Private and public key of peer i are denoted by z; €g Z; and X; = G™,
respectively. We assume that every peer ¢ has a copy of public key X for all j € N. Moreover,
each message from each peer includes a unique session identifier. Peers are assumed to only
accept messages that include the correct identifier.

FEach RandSharePVSS peer ¢ € N executes the following steps:
1. Share-Distribution.
(a) Select coefficients a;, €g Z;, of a degree t — 1 secret sharing polynomial

t—1
si(z) = Z aipt.
k=0

The secret to be shared is S; = G5i(0) = Gaio,

(b) For all j € N compute share commitments H* ) encrypted shares S;(j) =
Xfi(]) = G5z and polynomial commitments A;; = H%J. Note that H5i*) can
be recovered from (A;;)jen as follows:

t—1 )
[ A% = HERbaul = o)
§=0

(c) Create encryption consistency proofs 15”

(d) Publish (S;(4))jen, (Pij)jen, and (Aij)jen-

2. Voting Process. To verify the received encrypted shares (gj(k'))ke N received from
node j, and select a subgroup of peers participating in the next step, each trustee ¢
executes the following steps:

10



(a) Setup a bit-vector V; = (vi1, ..., vin) to keep track of valid messages and initialize
it to all-zero. X R

(b) For all k € N, verify S;(k) against Pj, by reconstructing H*®) from (Ajr )kren
and by checking that

~

logyy H ™ = logy S;(k).

(c) If more than f + t encrypted shares are valid, put v;; to 1.

(d) Wait until a decision has been taken for all entries and publish V;.

3. Share-Decryption. To decrypt his share, trustee i executes the following steps:

(a) Sum all the votes received in a vector V = (v1 = 3 ey Vjls s Un = D_jen Vjn)-
Determine the number n’ of entries in V such that vy > f. If n’ < f, abort.
Otherwise, Let N’ = {1,...,n'} denote the list of peers whose vote was greater
than f.

(b) Decrypt S’j () using x; and obtain S;(i) = S’j (i)xfl.

(c) Create a decryption consistency proof Pj;.

(d) Publish (S;(i))jent, (Pji)jen:-

4. Secret-Recovery. Wait until at least ¢ decrypted shares for each j € N’ have arrived.
To reconstruct every secret S;, each peer ¢ executes the following steps:
(a) Verify S;(k) against Pj, by checking that

logg Xj =logs, x) S; (k).

and discard S;(k) if the verification fails.
(b) Suppose w.l.o.g, for 1 < k < t, that shares S;(k) are valid. Reconstruct secret S}
by Lagrange interpolation

t t

[T sk = TG ® ) = GZh=15An = G5 0) = g
k=1 k=1

where A\ =[] itk j%k is a Lagrange coefficient.

(c) Compute and publish the collective random string as:

s,
j=1

along with a third-party verifiable transcript of the protocol run.

To face race conditions, a situation where two or more threads access the same memory
location concurrently and at least one of the accesses is for writing, we introduced a mutex
that locks and unlocks the data, ensuring that simultaneous updates to the same part cannot
occur, nor any loss of information.

The storage complexity stays O(n?). With a PVSS scheme, we need to collect the en-
crypted shares and the decrypted shares. We kept the same matrix-like structure as Figure
2. We have to be cautious with indices as a server i encrypts the shares (S;(5)) jeN, which
is, in our matrix representation, a row, but decrypts (S;(4));jen, which represents a column,
as shown in Figure 3.

Optimization had to be done carefully. To recover the secret .S;, we need t verified de-
crypted shares S;(j), and the verification of S;(j) uses S;(j), thus, we need ¢ tuples (S;(5),
Si(7)). Storing t encrypted shares per line was not enough to prevent failure due to malicious
peers not sending their decrypted shares. See Figure 4 for an example of a setting where the

11



81(]) 31(2) Sl([l)

Sa(1) | S2(2) Sa(n) Si(1) | Si(2) Si(i) Si(n)
Sa(1) | Sx(2) Su(i) Sa(n)
S | S©@) | - | Sm)
S1) | 8@ | o | S | - | Sm)

(b) Highlight of shares decrypted by server i,
where S;(j) is the j-th decrypted share of secret
Si.

Sa(1) | Sa(2) Su(n)

(a) Highlight of shares encrypted by server i,
where S;(j) is the j-th encrypted share of secret
Si.

Figure 3: Share encryption and decryption

protocol fails when the malicious node 1 does not send its decrypted shares. To make sure
that we would end up with ¢ tuples (S;(5), Si(j)), we have to store f+¢ = 2- f+1, assuming
that ¢ = f + 1, encrypted shares per line to be able to verify and keep at least t of the n — f
decrypted shares received without the participation of malicious nodes. As mentioned on
the improved protocol storage optimization paragraph, not only we lower the storage cost,
which, as O(n?), can be a problem when the number of nodes becomes large, but we also

have to wait for fewer shares to arrive, and thus, the running time of the protocol improves.

12



Ss(1) | Ss(2) | Ss(3) Ss(1) | Ss(2) X

(a) Received encrypted shares(p) ¢ verified encrypted shares

during 1st step are stored per line
X | Si2) | Si3) X S1(3) X | Si(2) X
X | Sa2) | S:03) X Sa(3) X | S((2) | X
X S3(2) | Sa(3) X S3(3) X Ss(2) X

(c) Received decrypted shares(d) As we need S; (J) to verify (e) Results in less than ¢

during 3rd step, malicious g, (j), only shares in green decrypted shares per line,
node 1 does not send its own can be verified. In red shares thus less than # tuples (S; (j)7
shares that can not be verified and Si(5))

will be discarded

Figure 4: Example of a failed protocol when storing ¢ encrypted shares per line with a
setup of 3 peers and a threshold of 2

13



Results and Evaluation

Security Properties

The RandSharePVSS protocol provides the following security properties: unbiasability, un-
predictability, availability and third party verifiability.

In the discussion below, we assume that honest peers follow the protocol and that all
used cryptographic primitives provide their intended security properties. In particular the
(n, t)-public-verifiable secret sharing (PVSS) scheme ensures that a secret can only be recov-
ered using a minimum of ¢ shares and that the shares do not leak information about the secret.

Unbiasability. The final random output Z represents an unbiased, uniformly random
value, except with negligible probability. To prevent dishonest peers from recovering the
honest peers’ secrets prematurely, i.e., before the barrier, and therefore be able to bias the
output by deciding whether or not to fail the protocol, we require that the secret sharing
threshold is t = f + 1. This also means that the scheme can tolerate up to f dishonest
peers. The Byzantine agreement procedures moreover ensure that all honest peers have the
consistent copies for their vector V; and therefore know which n’ > f secrets will be recovered
after the barrier or if the protocol run has already failed as n’ < f.

Unpredictability. No party learns anything about the final random output Z, except
with negligible probability, until the secret shares are revealed i.e., before barrier. Since there
are at most f malicious peers, and no honest peer will release his shares before the barrier,
the attacker knows the values of at most f secrets. As the final random string Z contains
n' > f + 1 secrets, and therefore at least one secret from an honest peer, Z is unpredictable
except with negligible probability.

Availability. After the barrier, honest participants are able to complete the protocol
run and produce the random output Z with high probability. The secret sharing threshold
of t = f + 1 ensures that the f 4 1 honest nodes out of the total 2f + 1 positive voters, are
able to recover the secrets corresponding to the l-entries in V;, and therefore Z, without the
collaboration of the dishonest nodes.

14



Experimental Results

To test our implementation, we deployed it on DETERLAB’s clusters with 10 machines,
each equipped with an Intel(R) Xeon(R) E3-1260L quad-core processor running at 2.4 GHz,
16GB of RAM, and imposed 200 ms round-trip latencies on all communication links.

Figure 5 shows the CPU-usage costs of a complete RandShare run that generates a
random value from N servers.

W RandShare Randomness Generation Cost
B RandSharePVSS Randomness Generation Cost

CPU usage in second

8 16 32 64 128
Number of nodes

Figure 5: Overall CPU usage of a protocol run

Figure 6 shows the wall-clock time of a complete protocol run. This test measures total
time elapsed from the start until the production of a random output for RandShare, and
until the verification of a random output for RandSharePVSS.

W RandShare Randomness Generation
I RandSharePVSS Randomness Generation
Ml RandSharePVSS Transcript Verification

wall clock time in second

8 16 32 64 128
Number of nodes

Figure 6: Total wall-clock time of a protocol run
While we lower the number of round trips between the servers from 4 for the basic

protocol, to 3 by using PVSS, we see that the incurred computational tasks make the random
generation process longer.

15



Limitations

Practical limitations

The main limitation of RandShare randomness generation protocol is that it is not scalable as
it incurs O(n?®) communication and computation costs on each of n participants when using
a (t,n)-PVSS scheme. As we saw in the experimental results, with 128 nodes, a random
string is produced after 6 minutes.

Theoretical limitations

In contrast of RandHound which uses a server-client model, in RandShare every node ends
up with a copy of the collective string along with the transcript, and the initiator is a non-
predefined node among the participants. Thus we have to think what would happen if the
node starting the protocol, node 0 in Figure 7, would be malicious. Peers are assumed to
only accept messages that include the correct identifier. Hence, by giving a different time
stamp to two different subgroups of nodes, he could do a network splitting attack. For a
network with n nodes, if the malicious node splits the group of 2/3 - n honest nodes into to
chunks of 1/3 - n each. It would take 1/3 of its secrets (from the malicious nodes) plus 1/3
of the first honest group of nodes, creating a randomness r1 and then by doing the same
process again, 1/3 of malicious secrets plus 1/3 of secrets from the second group of nodes, it
would create a randomness r2. Since the adversary managed to compute two different legit
random values r1 and r2, the output is not unique anymore.

"

(b) Resulting sub groups

(a) Node 0 giving different time stamps to
different nodes

Figure 7: Example of a network splitting attack with 5 nodes, 1 faulty node (0) and a
threshold of 2, creating two subgroups that do not accept messages from each other,
resulting in the output of two valid random strings r1 = 51 ® Ss and r2 = S35 ® S4.

An other attack that can be realized by malicious nodes is impersonation, i.e., sending a
bad share where the sender field would be set as the ID of a honest node. If that malicious
node were to send it before the honest node sends its own correct message, it would discredit
the honest node for the rest of the protocol as we accept only one message per node per
step, and a vote excludes some nodes based on the number of correct shares they sent. If too
many nodes are considered as seen as malicious, the protocol aborts. This attacks is thus a
threat to availability.

16



Future work

Timeout: If malicious peers do not send their decrypted shares, we saw that we can still
move on to the final step and output the collective string with high probability. We have
now to think of what would happen if a malicious peer does not send its encrypted share.
The protocol would actually wait until it finally timeouts.

An output is considered unbiased if the collective string is computed with at least one secret
from an honest peer. We could thus set up a timeout for the initial step, where the peer
would be evicted from the protocol if we didn’t receive its shares after a certain time. If we
consider that at least f + 1 secrets are recoverable we could move on the the next step, and
abort otherwise.

Signing: Impersonation can be avoid by signing each message, so that the sender is
easily identified. A variation of Schnorr (multi-)signature could be easly introduced into
the protocol, for example the Threshold Signing [19] scheme, a distributed (¢, n)-Threshold
Schnorr Signature. TSS allows any subset of ¢ signers to produce a valid signature. During
setup, all n trustees use VSS to create a long-term shared secret key = and a public key
X = G*. To sign a statement S, the n trustees first use VSS to create a short-term shared
secret v and a commitment V' = GY and then compute the challenge ¢ = H(V || S). After-
wards, each trustee i uses his shares v; and z; of v and x, respectively, to create a partial
response r; = v; — cx;. Finally, when ¢ out of n trustees collaborate they can reconstruct
the response r through Lagrange interpolation. The tuple (¢,r) forms a regular Schnorr
signature on S, which can be verified against the public key X.

Network splitting attacks: If we enforce that at least ¢ = 2f + 1 secrets go into
the final randomness then a network splitting is prevented because at least one of the good
peers has to be in both groups but would participate in the generation of only one secret
and thereby enforce uniqueness. Changing the number of secrets in the collective string from
n/3 41 to 2/3-n+ 1 comes with a significant loss of efficiency, making the protocol even
less scalable.

Scale: A core component of RandShare is public verifiable secret sharing (PVSS) scheme,
producing secret inputs such that an honest threshold of participants can later recover them
and form a third-party verifiable proof of their validity. But as we saw in the experimental
results, it comes with a huge computational cost on each of the participants. SCRAPE [18]
proposes an alternative verification technique where the cost goes from O(n?) to O(n?).
We could also model RandHound’s protocol [1], whom setup arranges participants into ver-
ifiably unbiased random secret-sharing groups [1], and allowed them to drop the complexity
from O(n3) to O(cn?), where c is the average (constant) size of a group.
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Installation

To run the protocol, install Golang v1.8+, set your GOPATH and execute:

go get -u github.com/dedis/student_17_randomness
cd $GOPATH/src/github.com/dedis/student_17_randomness

randshare
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