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Integrating DAGA into the
cothority framework and using it
to build a login service

Deniable Anonymous Group Authentication

* Decentralized Authentication Protocol

* Forward-security, etc. more later




Motivation / Intro

* Authentication Identification and Privacy

* =» where possible, get rid of identification
* = DAGA
* GOAL: offer easy way to use DAGA, Login Service




Overview

* Background / DAGA

* Cothority implementation

* Authentication delegation
* PoC & demo

®* Conclusion
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Big picture Properties Description
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Build request / client’s protocol

Initial tag ~ Proof generation
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* Cothority implementation




Cothority Implementation

* DAGA Library (continuation of A. Villard’s work)




Cothority Implementation

* New Service & Protocols
(context generation / challenge generation / DAGA servers’ protocol)
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ESenrice's APl endpoints

I
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PKClient Auth CreateContext
Starts challenge Starts DAGA Starts context
generation server's protocol generation
tporofocol 1L | L protocol |

Build auth. Message M

QE Initial tag Proof generation ‘
\‘ ‘ _ '

Entity

. _ o Y. Challeng
DAGA Call PKClient(> commitments, ) Linkage
context N tag
Call Auth(M, é )
challenge generation Servers’ protocol
protocol

Need to keep state across endpoint calls
=» avoid by storing it in clients

DAGA cothority




Cothority Implementation

Can run simulations locally and on DETERLab




Simulation results — total authentication time

Local DETERLab
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Original results and previous student’s results
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Simulation results — total authentication time
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Simulation results — total server traffic

10000000.0 ; Server-Server traffic 10 00O 00O PreV|Ous
: ’
| student’s results
1000000.0; 1 000 000
100000.0 1 100 000
[r— ]
@ | n~NJ
x 10000.0 ., 10000
Q ] <5
= ] =&
4= 10000} &' 1000
C 2
= | — 25 =
100.0- ervers 100
5 —— 4 Servers
] —— 8 Servers
10.0-E —— 16 Servers =
] —— 32 Servers
103 8 32 128 2048 *
™ © P> © > g™
Number of Group Members -1 P S \Qd“b S

Group Members



Cothority Implementation

* 80% code coverage
* Possible to generate proto files
* CLI client



Overview

* Authentication delegation
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Authentication delegation

Service
Provider

WIKIPEDIA DAGA cothority

L’encyclopédie libre

Authentication
Delegation Protocol

N




RP IdP
D
;'S?_ n\;"v o
& 3 Core OS5
WIKﬁ)i:DIA
L'encyclopédie libre

OpenlD connect
authentication

“code flow”




RP IdP
D
;'S?_ n\;"v o
& 3 Core OS5
WIKﬁ)i:DIA
L'encyclopédie libre

GET rp/login

OpenlD connect
authentication

“code flow”




|dP

CoreOS

GET rp/login
REDIRECT IdP/daga_auth

"I GETIdP/daga_auth

» OpenlD connect
authentication

“code flow”




RP

T
T
e @
Ao
S

WIKIPEDIA
L’encyclopédie libre

|dP

CoreOS

GET rp/login

REDIRECT IdP/daga_auth

GET rp/callback with code

GET IdP/daga_auth

200 authentication page

>

IdP authenticates usér-agent

REDIRECT rp/callback with code

OpenlD connect
authentication

“code flow”




RP

T
T
e @
Ao
S

WIKIPEDIA
L’encyclopédie libre

GET rp/login

REDIRECT IdP/daga_auth

GET IdP/daga_auth

|dP

CoreOS

GET rp/callback with code

200 authentication page

>

IdP authenticates usér-agent

>

REDIRECT rp/callback with code

POST IdP/token_endpoint with coc

<>

<

200 token

OpenlD connect
authentication

“code flow”




|dP

CoreOS

7 N
ol
Q
o o

WIKIPEDIA
L'encycl lopédie libre

GET rp/login
REDIRECT IdP/daga_auth

"I GETIdP/daga_auth

>
200 authentication page




|dP

CoreOS

WIKIPEDIA

L'encyclopédie libre

GET rp/login
REDIRECT IdP/daga_auth

"I GETIdP/daga_auth

>
200 authentication page

PRI [ T ————— TR | e @ B | Q Sewch WD eDE 4

Deniable Anonymous Group Authentication

Choose daga auth. context:
context: Browse.. No file selected.

client: Browse.. Nofile selected.




RP IdP

T
T

i o

R W “
&

WIKIPEDIA
L'encyclopédie libre

CoreOS

GET rp/login
REDIRECT IdP/daga_auth

<

GET IdP/daga_auth
DAGA client >

200 authentication page
daemon » bag
(I3 PPpo- O o n o
 Visited B oEDis
D) Core
Deniable Anonymous Group Authentication
Choose daga auth. context:
B rOWS e r / context :| Browse.. No file selected.
client: Browse.. No file selected.
WEB Ul




RP IdP

7 e
T
¥ a
o o

&

WIKIPEDIA

L'encyclopédie libre

CoreOS

DAGA client
daemon

e [ T ————— TR | e @ B | Q Sewch WD eDE 4

Deniable Anonymous Group Authentication

Choose daga auth. context:

B rowse r / context :| Browse.. No file selected.
W E B U I client: Browse.. Nofile selected.




RP IdP

T
T

i o

R W “
&

Core(0S
I
DAGA client
daemon
A

Arguments,
co nteXt + key Deniable Anonymous Group Authentication

Choose daga auth. context:

B rOWS e r / context :| Browse.. No file selected.

W E B U I client: Browse.. Nofile selected.




RP IdP

T
T

i o

R W “
&

WIKIPEDIA

L'encyclopédie libre

CoreOS

Call PKClient(commitments)
DAGA client Cha”enge

daemon -
A

e © opapppocEESE/daga. auth?statespwepSutsdldrySagbiviemy TR | e @ B | Q Sewch WD eDE 4

Arguments,
co nteXt + key Deniable Anonymous Group Authentication

Choose daga auth. context:

B rOWS e r / context :| Browse.. No file selected.

W E B U I client: Browse.. Nofile selected.




RP IdP

T
T

i o

R W “
&

WIKIPEDIA

L'encyclopédie libre

CoreOS

Call PKClient(commitments)
DAGA client Cha”enge

daemon -

A = dex - Mazilla Firefox - @ x
Msg D core:

Arguments,
context t+ key

v Deniable Anonymous Group Authentication

Choose daga auth. context:

B rOWS e r / context :| Browse.. No file selected.

W E B U I client: Browse.. Nofile selected.




RP IdP

7 i
T
' a @
Ao
G
P

WIKIPEDIA
L’ lopédie libre

cccccc

CoreOS

Call PKClient(commitments)
DAGA client Cha”enge

daemon -

4 Auth.
Msg

Arguments,
context t+ key

v POST back with Auth. msg
Browser / >

WEB Ul




RP IdP

7 i
T
' a @
Ao
G
P

WIKIPEDIA
L’ lopédie libre

cccccc

CoreOS

Call PKClient(commitments)

DAGA client Challenge
daemon N
A Auth.
Msg
Arguments,
text ¢ k
contextmXey| y POST back with Auth. msg
Browser / ”| Call Auth(Auth. msg)
WEB Ul Linkage Tag

T




RP IdP

T
T
e @
Ao
S
D

WIKIPEDIA
L’ lopédie libre

cccccc

CoreOS

Call PKClient(commitments)
DAGA client Cha”enge

daemon -

4 Auth.
Msg

Arguments,
context t+ key

v POST back with Auth. msg

Browser / ”| Call Auth(Auth. msg)
WEB Ul Linkage Tag

T

GET rp/callback with code |« REDIRECT rp/callback with code




RP IdP

T
T
e @
Ao
S
D

WIKIPEDIA
L’ lopédie libre

cccccc

CoreOS

Call PKClient(commitments)
DAGA client Cha”enge

daemon -

4 Auth.
Msg

Arguments,
context t+ key

v POST back with Auth. msg

Browser / ”| Call Auth(Auth. msg)
WEB Ul Linkage Tag

T

GET rp/callback with code |« REDIRECT rp/callback with code

POST IdP/token_endpoint with code N

< 200 token




Demo




Conclusion

* Democratization of DAGA as anonymous
authentication is feasible

* Future works:




Conclusion

* Democratization of DAGA as anonymous
authentication is feasible

* Future works:
* Need ways to manage partnerships and evolve contexts




Conclusion

* Democratization of DAGA as anonymous
authentication is feasible

* Future works:
* Need ways to manage partnerships and evolve contexts
* Need ways to scale (random sub-groups)



Conclusion

* Democratization of DAGA as anonymous
authentication is feasible

* Future works:

* Need ways to manage partnerships and evolve contexts
* Need ways to scale (random sub-groups)

* Need to armor everything (memory protection,...)
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