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Motivation

Objectives

¢ Create a censorship resistant internet archive
* Archiving avoiding tampering or deletion (by one or a small collusion of entity)
* Store only relevant content
* Possiblity to check integrity once archived

* Consider that the censor can try to add, modify or delete data
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Context - Centralized Internet - Archive.org

X Malicious actor that tamper data
X Weak reagarding to long-term availability

v Archiving !
X Still vulnerable to malicious archive !




Motivation

Context - Decentralized Internet - ZeroNet

v Distributed By Design !
v Strong regarding long-term avalilability
v Censorship resistant

X No interaction with today’s internet [




Motivation
Overview

* Centralized Internet is vulnerable to censorship
* Malicious actor
* Deletion and Tampering
* Solutions exsits but still have weaknesses
* Centralized : Archive.org
* Decentralized : ZeroNet

* So we developed a Decentralized Internet Archive
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DESCRIPTION




Description

Objectives

¢ Create a censorship resistant internet archive
* Avoid Tampering using decentralized storage system : Skipchain
* Filter content by reaching a consensus on the content of the webpage
* Using the CoSi Service of the Cothorithy framework (collective signature)

* Avoid adding malicious data using a trusted reference to make a consensus on
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Description
Objectives

¢ Operations
* Save
* Consensus on the content of the webpage
* Collectively Sign the common subset of the page
* Store the signed page on the skipchain

* Retrieve
* Get the correct signed page
* Verify the signature




Description

High-Level

— == %

Saving/Receiving Service

Skipchain Handling Service
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Description
Saving (with a tree-based consenus protocol)

1. Request web page Hl.Save Request
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Description
Saving (with a tree-based consenus protocol)

1. Request web page “1.Save Req uestb=2 Get web page===

2. Leader get page ‘ 3. Create Tree \
3. Leader transmit

url and tree L B.Send Tree + url:_’,4 — page:

4. Every child get own 14 Get web :
tree and send etwe page=g
common parts 4, Create Tree 4. Create Tree

4. Send Seeném-
<= 4. Send Seenﬁ |

5. Leader create 5 Get Web pager—————

common tree 5. Create Tree
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Description

Saving - Creating the HTML tree

<ldoctype htm|>
<html lang="en">
<head>
<meta charset="UTF-8">
<link rel="stylesheet" href="css/style.css">
</head>
<body>
<h1>DECENARCH</h1>
</body>
</html>

¢ Get Html Code

* A web page consists of
* An html code text
* Additional Data
* Images
* CSSfile(s)
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Description

Saving - Creating the HTML tree

<ldoctype htm|>
<html lang="en">
<head>
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</head>
<body>
<h1>DECENARCH</h1>
</body>
</html>

¢ Get Html Code ¢ |nfer Html Tree from code

22/56



Description

Saving - Creating the HTML tree

<ldoctype htm|>
<html lang="en">
<head>
<meta charset="UTF-8">
<link rel="stylesheet" href="css/style.css">
</head>
<body>
<h1>DECENARCH</h1>
</body>
</html>

¢ Get Html Code ¢ |nfer Html Tree from code
¢ Hash the data of every node individually
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Description
Saving - Signing the HTML tree

¢ | cader’s MasterTree
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Description

Saving - Signing the HTML tree

¢ Nodes in BFS order

<<<<<<<<<<<

<<<<<<

¢ Seen array
1,1, 1. 1,1.0.1.1, 0 1,

<<<<<
<<<<<<<<<<<<<<<<<<

| ® | eader’s MasterTree * Signature
sign(h,+h +th +h_+h +0+h_+h +0+h )

Child’s Local Tree
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Description

Saving - Aggregation

¢ Seen arrays
lA 1B lc lDlE]‘F ]‘G lH 11
1,1, 1. 1,1,0.1.1, 0 1
1,1, 1.0,1.1. 0.1, 10
23,3, 3.2,3.2.2.3, 2 2

\4 Leaders MasterTree
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Saving - Aggregation
¢ Seen arrays
I, 1, 1. 1,1, 1. 1.1, 11
1,1, 1.1,1.0. 1.1, 01
1,1, 1.0,1.1. 0.1, 10
23,3, 3.2,3:2.2.3, 2 2

¢ | cader’s MasterTree

¢ Keep AB,C,E,H
Output html code collectively signed
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Description

Handling the Skipchain

¢ We have : Arepresentation of the common subset of the page, collectively signed = ]
¢ We want: An efficient, tampering resistant storage system )

Saving/Receiving Service

—— %

Skipchain Handling Service
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Description

Retrieving the archived web page

e B £

1. Send new data. ﬂ 1.Request URL & time—»; { Request URL & time_.




Description

Retrieving the archived web page

————— E

Ei

1. Send new data. mem ] Request URL & time—»; | R et B & iz
2. Look in blockchain |
to find correct data 7 == URL 7 && < time
v N
g gt 3
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Description

Retrieving the archived web page

e B £

1. Send new data. mem ] Request URL & time—»; | R et B & iz

2. Look in blockchain
to find correct data

2.==URL? && = time

v ~
e i 3
3. Send back the data 4#3 Send back data _
\3. Verify signature \
~S—3 Sond back data |
\3. Save on fs \
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EVALUATION AND
DISCUSSION




Evaluation and Discussion

®Does it scales in terms of
* Bandwidth use ?
* Time complexity ?

®The ‘trusted leader’ constraint
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Evaluation and Discussion

Evaluation - Theory

N number of machines e & =1

node’s number

W size of the webpage

A additional ressources
(image,css)
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Evaluation and Discussion

Bandwidth

¢ \ariables:
* N number of machines.
* W size of webpage.

¢ Bandwidth useis linear O(N-W)
* N+ 1 request to the distant server of size O(W)
* Finite total number of message of size O(W)
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Evaluation and Discussion

Evaluation - Theory

¢ Variables definitions :
* N number of machines.
* Khtml node’s number.
* Atime cost of handling additional data (image,css) on one machine.

¢ Overall save time complexity is polynomial O(N- K* + (1+A) - N- K+ N)
* Tree comparaison and aggregation is in O(N-K?)
* Handling the additional data of the web page isin O(A-N- K)
* Storing the website isin O(N - K)
* Collective signing is in O(N)
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Evaluation and Discussion

Evaluation - Simulations

¢ Standardized Website € Html Tree Node increase
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Evaluation and Discussion

Evaluation - Simulations

¢ Real-Life Website € Html Tree Node increase

Detailled View of time taken per html node with 5 conodes

o | ¢ Main time component:
i Handling the additional data.
|

Time (s)
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95___DDD_
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Number of html nodes (K)




Evaluation and Discussion

Evaluation - Simulations

¢ Standardized Website ¢ Conode nbrincrease

Detailled View of time taken per conodes

¢ Main time component :
The consensus

» consensus
= fotal

¢ Seems linear but require a larger simulation

10 20 30 40 50

Number of conodes (N)
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Evaluation and Discussion

Discussion

* Why the trusted leader ?

* Why the tree structure ?
* Keep avalid html document anytime.
* Granularity.

* Why a reference ?
* Union of Tree is NP.
* Undeterministic matching, depends on order.
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DEMO

"Anything that can go wrong will go wrong".
- Murphy’s Law
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Elon Musk's Falcon Heavy rocket
launches successfully

By Jonathan Amos
BBC Science Correspondent
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us Elon Musk has his new rocket, the Falcon Heavy,

from the Kennedy Space Center in Florida.

The mammoth vehicle - the most powerful since the shuttie system - lifted clear of its
pad without incident to soar high over the Atiantic Ocean.

It was billed as a risky test fiight in advance of the lift-off.

The SpaceX CEO said the challenges of developing the new rocket meant the
chances of a successful first outing might be only 50-50.

“I had this image of just a giant explosion on the pad, a wheel bouncing down the
road. But fortunately that's not what happened,” he told reporters after the event.

= Shock and awe at Falcon Heavy launch

With this debut, the Falcon Heavy becomes the most capable launch vehicle
available
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Elon Musk's Falcon Heavy rocket
launches successfully

By Jonathan Amos
BBEC Science Correspondent
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US entrepreneur Elon Musk has launched his new rocket, the Falcon Heavy,
from the Kennedy Space Center in Florida.

The mammoth vehicle - the most powerful since the shuttle system - lifted clear of its
pad without incident to soar high over the Atiantic Ocean.

It was billed as a risky test flight in advance of the lift-off.

The SpaceX CEO said the challenges of developing the new rocket meant the
chances of a successful first outing might be only 50-50.

"I had this image of just a giant explosion on the pad, a wheel bouncing down the
road. But fortunately that's not what happened,” he told reporters after the event.

= Shock and awe at Falcon Heavy launch

With this debut, the Falcon Heavy becomes the most capable launch vehicle
available.
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Conclusion

¢ Decentralized Internet Archive
* Tree-based consensus with largest common subset
* Decentralized storage with skipchain
* Has a polytime complexity in O(K*- N)

¢ I[mprovements ?
* Storage Management
* Additional Data filtering
* Finer granularity
* Confidentiality
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