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Background

Schnorr Signature

an efficient identification scheme
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Background

ElGamal Encryption System

asymmetric key encryption
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Background

Neff Shuffle

an insurance of privacy
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Skipchains and Cothority

bringing reliability to the system

Cothority

Block #1 Block #2



Implementation Authentication server

Authentication server
identify EPFL people

voting.epfl.ch

Authentication
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Implementation Authentication server

Authentication server
identify EPFL people
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Communication
Frontend / Cothority
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[IMEIEGEEI I Communication

Communication
Frontend / Cothority

socket.send('Login', 'LoginReply', loginRequest).then((data) => {
if(data.admin){ // The user is a confirmed admin.
showConnectedScreen();
sessionToken = data.token;
displayElections(data.elections);
telse{ // The user is not an admin.
S("#errDiv").append(
paragraph("An admin account is required "+
"to access this site."));

3
}).catch((err) => {
displayError('An error occured during the login,
"please try again later.');
console.log(err);

+

1)
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Communication
Frontend / Cothority
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[IMEIEGEEI I Communication

Communication
Frontend / Cothority
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Implementation [EEHIE]

Frontend

communicate with the user
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Limitations

weak links and future enhancements

@ Nodejs server : lose the no trusted server idea.
@ Authentication server message : vulnerability to repetition attacks.

@ Elections limited to scipers



Results

what has been achieved

cm |

Sciper +

100035
100019
100025
100042
100043
100048
100008
100013
100016
100049

Your ballot's encryption pair :
b29¢9c202d905¢37c35cdclad6336d2e34a9778e388044c555ch551 7eb1fffd1l
125cc07ab786b1f841651c541fbb53528241el1e8fa377dba78alb79b4a05d0e

Q- All Fields Q. search ~

Appha Beta

lacfdfisd 9501 711aZac2dcd

/9465169120630

7201

970c2e2250824d3a4c 1013¢128a{75a 75908350 1647995 7169¢ad2840c219ebh

f5IcTC6C06eL 1126 7H9GC5F156735b:
149171 4
eedd: c90e5a2aeB44967 7alb7452ba76956a7 a1 681 Bcc 5d46a8 1d9c 2e23adbed408e
df2cddr
569ce1 Ti7aff12: 7:
defa 1 d
50f 169852daa144/40a18a912b67d1 16330c 7897 761612

9190145



Results

what has been achieved

Your shuffled ballot's encryption pair :
5954de2be853df67320621236b581bc3b4e2ade229976cc4c4f33927bf742989
97347646f61ee39315762b65a44b8a72ec23a8b6882ccIca788188c7achd1as6

C Il ||QAlFields O, search ~
Alpha Beta
1 346e12f f42913e36504913411d7d9
dbo3c
o 20801
1310c81cdc
sec 1612870674 1
2h22d0997 1
178cc2faa
7518e41a4] 19bd362a Tdc95062911d2a99541
B1: 1
Record ID: 19 16-26 0f 45



Results

what has been achieved

Your vote : 456789
Sciper
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Conclusion

and future work
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